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����  1 ����  
� � � � �� � � � �� � � � �� � � � �  

1.1 � �� �� �� �  

Vigor3300 l m n o p q r s t u v NATw A B C w VPNw x y F G w z { � � w 
 |
q } � ~ • � VoIP r s t € • q ‚ ƒ „ …† ‡ q ˆ r ‰Š ‹ Œ• Vigor3300 Ž • q • ‘
’ 5 “ ” 4 • – — 1-1•  

 

— 1-1   Vigor3300 Ž • q ’ 5  

˜ ™t š › œ5 * , (VPN)• ž Ÿ   ¡ * , q ¢ £ t ¤ u v a ¥ ¦ 5 § ‚ ¨ * , t © ª
Internet ‡ q � � • VPN � � 4 « ¬ ­ F ¦ 5 Internet * , q 2 ® U ¯ ° � ± ² ³ ´ t a
µ ¶ · ¸ ·   ¡ � � q ž ¹ º 6 •  

DrayTek Vigor3300 Ž • , 8 » q VPN ¼ ½  Internet ( † ¾ ¿ t ‰Š € À Á ž Ÿ Â Ã Ä
4 Å ÆÇ q VPN È É Ê Ë t © ª Internet S T 
 | (IPSec)� · ¸ · Ì Í S T (PPTP)Î •
Vigor3300 Ž • Ï Ð 4 ¼ ½ 128 Ÿ ~ Í •  

Internet ] ^ t ~ Ñ Ò Ó Ô Voice over Internet Protocol (VoIP)t ¤ • ­ F { z Internet �
� q Ê Õ Ö U V t × Ø Ù Ú Û 5 Ñ Ü q U V � , q ž ‘ Ý Þ • ¡ ¹ VoIP J K ß « ¬ � Û
5 à á J K q â ~ V t ã • ä å ž ¹ J K « ¬ < Ö æç ¡ U V = � q â t } è é Ÿ = �
• h ê w ë ì w í " § î + = � • á ï q t ž ¹ J K ß s „ • U ¯ § º � q VoIP U V ‡
ð Ç t Ø ä å ž ¹ J K « ¬ • ­ F ž ñ � � ò a Û 5 N ó q U V ô •  

õ Ô Internet ] ^ • ö ÷ q t VoIP J K q ø · „ ù ¤ 4 ú ‰Š ž ¹  r s � J K t é ¹
r s � J K „ N ó U V ‡ • û ¡ q • ª ü ¡ ž ý { z � � Internett • þ � � � � ¼ � �
å q � 5 Ö U V •  

• 4 ú } b � ê � � 	 ‡ q æç â ~ V 
 ý � • ä å ž Ÿ â � � � Internet
 • • � 4 ú
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„ á ž � � � ¬ Ð â � V Ø } � � å q � 5 •  

Ï � � q ž · • Vigor3300 Ž • l m n � ¡ QoS q VoIP r s • � � ’ 5 © ª ] ^ ’ 5 t
¡ � ù N ó q ’ 5 t ¤ ¡ � � á q º 6 � � � • õ Ô ¤ � • � ù � � q r s t � N � ]
^ � u ± � � � q � � t ] ^ ’ 5 ß s y � � � q ] ^  ! • ] ^ ³ ´ " # á ï � s �
$ � u %& � ' " t ¤ � ( ) * N � + � $ , 5 Á q ] ^ - . • „ IP ‡ N � ] ^ Ï ¡ ¶
ê q Ê Õ • é Ÿ � � � � ¡ * � � Ä 4 / q � u N ² s 0 • Vigor3300 Ž • ‰Š n ž ‘ Ê
1 a 2 3 ø ™4 � J K t é 5 J K 6 7 n ¸ ] ^ � u N 8 q 9 : � � •  

� ; a q x < = ( � � > E Vigor3300 q 
 � � ? � •  

1.2 � �� �� �� � � � �� � �� � �� � � LED � 	� 	� 	� 	  

 

— 1-2 Vigor3300 Ž • * , � �  

Vigor 3300V Ï Ð 4 ¼ ½ 4 Ÿ WAN � � • 5 Á 4 ú @A Û 5 DMZ ú ’ 5 + æç ž Ÿ
WAN � � ‡ • ¸ ù [ \ WAN � � t 5 Á 4 ú � � é ¹ � � 9 + ¥ B q ISP‡ t Vigor3300
Ž • ¼ ½ „ é ¹ WAN � � ‡ q - . / 0 t é Ÿ ø C • Û ³ ´ " # s _ F D ž Ÿ WAN
� � t × Ø Û Ž ó s + E Ï F q 6 s •  

G å t Vigor3300V á � „ WAN � � ¼ ½ H I r s t 5 Á 4 ú @A ž Ÿ J ù K L " � 	
q WAN � � Ç Ô × � � t M q • � N � � „ � � P O P Q � t 4 R 5 G × � � a Ú Ù
N � � •  

����  1-1 Vigor3300 � �� �� �� �  

� � 9  R S t T U  � � + … H V  

U W�  X U  Y " U WZ [  90-264VAC 



°²±²³

 ´²µ·¶²¸²¹  

 11

� � 9  R S t T U  � � + … H V  

, ,  (Console) RS232t  \ U  PC RS232 � � 9  
Y ] ^ _  

-- 

` a * , (LAN) RJ-45t  b U  Y c ô § d � »  -- 

` a * , (DMZ) RJ-45t  b U  e J »   

` a * , (WAN1) RJ-45t  b U  DSL/Cable/Fiber 
Modem 

-- 

` a * , (WAN2) RJ-45t  b U  DSL/Cable/Fiber 
Modem 

 

` a * , (WAN3) RJ-45t  b U  DSL/Cable/Fiber 
Modem 

-- 

` a * , (WAN4) RJ-45t  b U  DSL/Cable/Fiber 
Modem 

 

5 Á 4 ú ­ F f Ÿ g h a i ˆ � � • ˜ ™t � � Vigor3300 j � q U W� + U WZ [ t
� k l PWR LED m ( n • o l t � Ž ó ¥ p ^ _ i ˆ l t ACT m = ( Â q r s • � �
= • q U ¯ ú b U RJ-45 t � � � + Vigor3300 q æç ž Ÿ LAN � � 9 ‡ t G � LAN
q LED m ( r s • G å Vigor3300 ‰Š n ISDNw VPNw Firewallw QoS � 4 Ÿ WAN �
� 9 q LED u v mt w ¡ LED u v m x v „ — 1-3t é ¹ m = q r s = ù @ 1-2 y � z •  

� { LED | � � » }  

 For Vigor3300/3300V 
 

 For Vigor3300B+ 
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       For Vigor3300 

 

    For Vigor3300B+ 
 

 

    For Vigor3300V 

— 1-3 Vigor3300 u v m | � ~ — 

 

@ 1-2  Vigor3300 • � { LED ú € � z  

LED u v m U  � z  H V  

• U  U WÂ !  PWR 

‚ ƒ  U W‚ ƒ  

90-264VAC 

• U  r " @v , 8 » J ù ( Ç � 	  ACT 

‚ ƒ  � Ž ó ‚ ƒ �  

-- 

• U  ` a * � � „ …†   LNK 

‚ ƒ  } � �  

• U  ` a * X ‡ � � X ‡ Ô 100M 100M 

‚ ƒ  ` a * X ‡ � � X ‡ Ô 10M 

• U  ` a * N � ˆ Õ Ô | ‰(  

WAN/ 
DMZ  

FDX 

‚ ƒ  ` a * N � ˆ Õ Ô Š ‰(  

Px: P1t  P2t  
P3t  P4 

• U  Px ` a * � � „ ‹ …†   LNK 

‚ ƒ  Px } ` a * � �  

• U  Px ` a * X ‡ Ô  100M 100M 

‚ ƒ  Px ` a * X ‡ Ô  10M 

• U  Px ` a * 9 N � ˆ Õ Ô | ‰(  

LAN 

FDX 

‚ ƒ  ` a * N � ˆ Õ Ô Š ‰(  

Px: P1w P2w P3w 
P4 

VPN • U  VPN r s Œ„ Û 5  V3300B } G ˆ

FXS                FXO 
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‚ ƒ  VPN r s • Û 5  Ž  

• U  Œ„ Û 5 A B C r s  Firewall 

‚ ƒ  A B C r s • Â !  

 

• U  QoS Œ„ Û 5  QoS 

‚ ƒ  QoS r s • Û 5  

V3300B } G ˆ
Ž  

1.3 � � 
 �� � 
 �� � 
 �� � 
 �  

× — 1.4 y t p � 4 ú • + Vigor3300 Ž • ¡ � Ð � � • „ Vigor3300 Ž • • t D ž ‘ S
= t ’ ¼ ½ ž “ � á q � � •  Vigor3300V ¼ ½ 4 Ÿ ” • * , , w 4 Ÿ – • * , � � ú €
ž + —Ÿ 4 ¢ £ q VoIP ~ Í (D Ÿ ~ Í ˜ ) ¡ 4 Ÿ � � 9 )•  

 

— 1-4 � � 
 �  

1.3.1 ! # $ � %& ' (! # $ � %& ' (! # $ � %& ' (! # $ � %& ' (  

RS232 � � �� � �� � �� � �  

RJ45 � � ™« ¬ Y ] � š Ž ó ? � � � � r s • „ › q ! 
 � Z œt G � � » • • 5 a
› q ! Vigor3300• — 1-5 x v RJ45 q � � 4 ž 8 t � Ÿ c ˆ RS232 � � t RJ45 � � ™
� � + Vigor3300 ‡ q � � ® � � t á � RS232 DB9 � � + U ¯ ‡ q � � 9 , • � � ®
� � q   � � � • ¡ D ¢ ÷ ö 57600t } £ ¤ t ³ ´ ÷ ¥ 8t ¦ § ÷ ¥ 1• ¨  

 

— 1-5 � � ® � � � � �  

G � � » � P © ª • @ª ; •  

@ 1-3 RS232 � � » © ª � «  
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RJ45 DB9 Signal 
X 1 CD 
3 2 TD 
6 3 RD 
7 4 DTR 
5  5 GND 
2  6 DSR 
8 7 RTS 
1 8 CTS 
X 9 RI 

� � �� � �� � �� � � 10/100 Base-T � � 	� � 	� � 	� � 	 



 � � � � �� � � � �� � � � �� � � � �  

RJ45 � � ™‰Š � h q 10/100 Base-T ` a * , � � t G � � ¼ ½ MDI/MDIX ¥ " ¬ ^
—­ • ® ¯ � � � § ° Û 5 Y ± RJ45 t � • é ¹ t � 5 ù – • * , w ” • * , � DMZ
� � •  

 

— 1-6 à y ¯ ~ � § Y ± �  

1.3.2 ) * ! #) * ! #) * ! #) * ! #  


 � � �
 � � �
 � � �
 � � �  

Vigor3300 4 ú 
 � + 19 § 23 ² ³ q ¼ ´ µ ‡ • „ 19 ² ³ q ¼ ´ ‡ Û 5 ¾ ¿ q ¶ ´ t
„ 23 ² ³ ¼ ´ ‡ 5 F q ¶ ´ • 19w 23 ² ³ ¼ ´ ‡ 5 q ¶ ´ ª — 1-7 w v •  

 

— 1-7 19 � 23 ² ³ ¼ ´ q ¶ ´  

— 1-8w 1-9 x v P = ¶ ´ � ‡ · ¸ Ô 1¹w 23 ² ³ q ¼ ´ ‡ • ä ž � q ¼ ´ 
 � F # á ï
4 • º G —•  
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— 1-8 19w 23 ² ³ ¼ ´ q ¶ ´ 
 �  

 

— 1-9 19w 23 ² ³ ¼ ´ q ¶ ´ 
 �  

» ª ç = · ¸ 
 � + ¼ ´ ‡ ¼ ½ „ ¶ ´ 
 � k ú l t Vigor3300 · ¸ 4 ú 5 2 Ÿ ¾ ¿ ž ­
ž Ÿ 
 � + ¼ ´ ‡ À •  

� � � � �� � � � �� � � � �� � � � �  

„ Vigor3300 u y ¡ Á Â ª ¼ ½ Ã � 
 � • é ¹ Á Â ª M q • Ô n Ä Å ÆÇ È É � Ê Ë
� Ì � q Ã � Í Î •  

Y " U Z ™� � ê � � „ l � { ‡ t • Ï — 1-10•  

      

— 1-10 l � { � Y " U W� O  

 

 

 

‹ Ð ¿  
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����  2 ����  
� 	 
 � � 
 �� 	 
 � � 
 �� 	 
 � � 
 �� 	 
 � � 
 �  

2.1 ���� ����  

Vigor3300 Ž • 4 ú ­ F WEB Ê Õ Y ] ? � � � � t Ø � � Û 5 � å q # � ( ) • h Ñ t
p � = � Ò ª ç � � � � � � � • „ System Ž y t Ó Change Password @5 t  Ô 4 ú
� 
 � � � � � •  

 

— 2-1 Ž ó  

@A Change Password @5 t  = x v ª ; i � }  
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— 2-2 System Ž ; q � � � � �  

2.2 � 
 � � � � �� 
 � � � � �� 
 � � � � �� 
 � � � � �  

Õ ù 
 | º Ö t p � × Ø Ù Ú • Ô , 8 » � � � � t Vigor3300 Ž • q   � 5 Á Û Ô
“draytek” t � � Ô “1234” • • 4 R 5 System���� Change Password q Ê Õ � 
   � � � • �
Ó Change Passwordt = x v ª ; i � }  

 

— 2-3 � � � � � � �  

Old Password 
(Ü � � ) 

� O M • � � � � � • ª ü é • Ý ž Þ � �
� � t ß � O   � à “1234” •  

New Password 
( � � ) 

� O ž Ÿ  q � � � � � •  

Confirm Password(á â � � ) ã Þ � O  � � ú á â •  
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ß Ó Apply (� �� �� �� � )= é ¹ � � ’ 5 + Vigor3300 � H • „ • Ó Apply l t ä � � � = (
å P t • Ì æÛ 5  � � ã Þ Y O Ž ó ? � •  

 

— 2-4 ä � � � �
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����  3 ����  
� � 
 �� � 
 �� � 
 �� � 
 �  

3.1 � �� �� �� �  

h Ñ = ç è � Ò WX � � • WX � � 4 ú é ê ê ¸ Vigor3300 � h Û 5 ë ì Y ] � � •
¤ u � WAN � LAN � � � � —Ÿ í Q • ª ü • q Vigor3300 5 ù 3 X NAT ë ì t é
¹ � � = Û • q 
 � � ? � î Ô WX •  

3.2 WAN ���� ����  

„ WX � � y t • 4 ú ? � Ð ‘ Internet � � Ê Õ
 ª } 7 	 w DHCPw PPPoE § PPTP
 •
¸ Ð ö 5 Á a � t Internet � � • N � q ’ 5 t h , 8 » ¼ ½ ` a Internet � � • � ; a
q í Q t = ç è � Ò f ‘ � á q { z � � ? � •  

h � ï � Ò Ý ž Ÿ WAN � � 
 WAN1
 q | í � � •  

 

— 3-1 WX � �  

MAC ê ð  

Default MAC 
(, 8 »   � ) 

Û 5 P ñ � � q , 8 »   � MAC ÷ ð •  

User Defined MAC 
(5 Á � « ) 

Û 5 5 Á ¥ � « q MAC ÷ ð •  

Downstream Rate 
(; N X ò ) 

Ô G WAN � � Q ? ; N ³ ´ q X ò • , 8 »   � à
Ô 102400 kbps (100 ó )• G ž � � ¸ Vigor3300 ; N
³ ´ Cacheô ï � � � • ª ü • Û 5 ; N X ò Ô



Vigor 3300 ���
	���
��  

 22

2Mbps q DSL J K t õ ö ; N X ò � � • 2Mbps•  

Upstream Rate 
(‡ N X ò ) 

Ô G WAN � � Q ? ‡ N ³ ´ q X ò •   � à Ô
102400 kbps
 100 ó 
 • é ž � � ¸ Vigor3300 ‡ N
³ ´ Cacheô ï � ÷ � 
 Weighting
 � � a � t á ‡
ž � � ž ï � � • ª ü • Û 5 q • ‡ N X ò Ô 2Mbps
q DSL J K t õ ö ‡ N X ò � � • 2Mbps•  

Type(R S ) @A G WAN � � q � � R S •  

Physical Mode 
(2 � ˆ Õ ) 

@A G WAN � � q � � X ‡ ˆ Õ • ¡ Auto 
Negotiationt Full Dupliex, Half Duplex � 10M §
100M X ‡ Š @A •  

 

IP Mode 

(IP ˆ Õ ) 

Ô WAN � � @A ž ‘ ø � IP Ž ³ • q ˆ Õ• ¡ ù ‘
Internet � � ˆ Õ t Q � Ô } Staticw DHCPw PPPoE
� PPTP• „ G i � y • 4 ú ? � WAN � � Ô} Static

 ú � IP ÷ ð 
 w DHCP
 " 	 IP ÷ ð 
 w PPPoE
§ PPTP• Ð ö cableÛ 5 ° = Û 5 DHCPˆ Õ × cable
• , Ž ó û ü ž Ÿ ‚ 5 IP ÷ ð •  

3.2.1 + , 
 �+ , 
 �+ , 
 �+ , 
 �  

• 4 ú Ô WAN � � ý " � � ž Ÿ IP ÷ ð þ ­ F �  ! " a Û � � � ¶ •  
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— 3-2 7 	 � �  

IP Address (IP ê ð ) Ô WAN � � Q ? ž Ÿ h ê IP ÷ ð •  

Subnet Mask 
(µ * , � � ) 

Ô WAN � � u � ž Ÿ µ * , � � à •  

Default Gateway 
(  � � Í ) 

� � � Í q h ê IP ÷ ð •  

Primary DNS 
(˜ @ DNS) 

� � ˜ @ DNS q h ê IP ÷ ð •  

Secondary DNS 
(H 5 DNS) 

� � H 5 DNS q h ê IP ÷ ð •  

IP Alias List 
(IP � Û • @) 

Ô G � � � � [ \ 4 5 q IP ÷ ð •  

i ˆ WAN � � � � l t 5 Á 4 Ó Next>> (� � �� � �� � �� � � >>)Y O LAN � � � � •  

3.2.2 DHCP � - . 
 �� - . 
 �� - . 
 �� - . 
 �  

G r s 4 × Internet ‡ q DHCP e J » ¥ " û ü ž Ÿ IP ÷ ð • = WAN � � � � Ô ž Ÿ
DHCP 5 Á , l t ¤ = × DHCP e J » § DSL modem � ü ž Ÿ IP ÷ ð •  

5 Á @A G ˆ Õ l 4 ú � 5 Y ] [ \ � � •  



Vigor 3300 ���
	���
��  

 24

 

— 3-3 DHCP ? �  

i ˆ WAN � � � � l t 5 Á 4 Ó Next>> (� � �� � �� � �� � � >>)Y O LAN � � � � •  

3.2.3 DSL Modem PPPoE 
 �
 �
 �
 �  

Ð ö DSL modem 5 Á ( 5 + G � � t w ¡ h ê 5 Á 4 ¦ 5 ž Ÿ PPPoE � � a � �
Internet•  

; —� Ô � � t • q DSL J K Š ’ …( ‰Š º � q � � ³ ´ • Ó PPPoE Y O ª ; i � }  
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— 3-4 PPPoE ? �  

User Name 
(5 Á Û Ó ) 

	 O h ê ISP
 Internet J K Š ’ …
 ‰Š q ¡ ¶ 5 Á Û •  

Password 
(� � ) 

	 O 8 h ê ISP ‰Š q ¡ ¶ � � •  

Authentication 
(â 
 ) 

@A PAP § CHAP S T ú û ü Ï � à y 6 •   � à Ô
PAP•  

i ˆ WAN � � � � l t 5 Á 4 Ó Next>> (� � �� � �� � �� � � >>)Y O LAN � � � � •  

3.2.4 DSL Modem PPTP 
 �
 �
 �
 �  

G ˆ Õ 4 � 5 Á × ISP
 Internet J K Š ’ …t ) H PPTP J K q DSL modem
 � ü IP
Q Ž ³ • • ; —� Ô � � t • q DSL J K Š ’ …( ‰Š º � q � � ³ ´ •  
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— 3-5 PPTP ? �  

PPTP Local Address 
(PPTP h ê ê ð ) 

Ô PPTP u � ž Ÿ h ê IP ÷ ð •  

PPTP Subnet Mask 
(PPTP � � ) 

Ô PPTP q IP ÷ ð u � à ’ q * , � � •  

PPTP Remote Address 
(PPTP 
 # ê ð ) 

u � PPTP e J » q 
 , IP ê ð •  

i ˆ WAN � � � � l t 5 Á 4 Ó Next>> (� � �� � �� � �� � � >>)Y O LAN � � � � •  

3.3 LAN � � � �� � � �� � � �� � � �  

„ Vigor3300 Ž • q WX � � LAN � � � � � � y t Ô h ê 5 Á § NAT 5 Á ‰Š n IP
ê ð /µ * , � � � � • � � ’ 5 � [ \ ‚ 5 * • ‡ q 5 Á t • � � � • q h ê ISP

 Internet J K Š ’ …
 � ß + 4 , 8 q µ * , • [ \ h ê PC Ì æ= , 8 » q IP ÷ ð �
� Ô   � � Í t � � � � ISP q DSL � � …† � t h ê PC = ¯ � , 8 + Internet• á �
• � 4 ú Û 5 é ž IP ÷ ð /µ * , � � a � � + [ \ h ê 5 Á 
 PC
 •  

LAN � � � � ¡ ú ; � ‘ ’ 5 Š • � � •  

�  IP ? �  

�  Ý ž µ * DHCP e J »  

�  Ý � µ * DHCP e J »  
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3.3.1 IP / �/ �/ �/ �  

 

— 3-6 LAN � � � �  

„ Vigor3300 Ž • , 8 » y t LAN � � � � � � ‰Š n ú ; f Ÿ IP ÷ ð � � • IP ê ð /
µ * , � � • ‰Š € h ê 5 Á § NAT 5 Á q • � � « ¬ ‚ * 5 Á t • � � � • q ISP

 Internet J K Š ’ …
 � ß ž Ÿ 4 , 8 q µ * , • [ \ h ê PC q   � � Í IP ÷ ð ’ »
� Ô Vigor3300 q IP ê ð • � + ISP q DSL � � …† l t w ¡ h ê PC = ¯ � , 8 +
Internet• á � t • 4 ú Û 5 é ž IP ÷ ð /µ * , � � a � � + [ \ h ê 5 Á 
 PC
 • „
G � � � � y • = • + RFC-1918 y � « q h ê IP ê ð • ~ Ñ p � Ô , 8 » @A Û 5
192.168.1.0/24 µ * , •  

For NAT Usage 

1st IP Address 
(Ý ž µ * IP ÷ ð ) 

� � + h ê * , w Û 5 q h ê   ¡ * , IP ÷ ð t   � à
Ô 192.168.1.1•  

1st Subnet Mask 
(µ * , � � ) 

h ê * , q * , � � t   � à Ô 255.255.255.0•  

For IP Routing Usage 

Enable/Disable 
(! 5 /‚ ƒ ) 

@A Enable(! 5 )ú ! 5 G r s •  

@A Disable(‚ ƒ )ú ‚ ƒ G r s •  

2nd Subnet Mask 
(Ý � µ * IP ê ð ) 

4 , 8 � � q IP ÷ ð •  

2nd Subnet Mask 
(µ * , � � ) 

4 , 8 µ * q � � •  

WAN Interface  
(WAN � � ) 

@A � 5 ° WAN � � 9 •  
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Ó Apply(	 
	 
	 
	 
 )t = P O �  ! " ‰v i � þ �  ! " , 8 » •  

3.3.2 DHCP 0 1 $ 
0 1 $ 
0 1 $ 
0 1 $ 
 2222  

DHCP � " 	 N ô ? � S � (Dynamic Host Configuration Protocol)t ¤ = ¥ " Ô w ¡ ? �
Ô DHCP 5 Á , q h ê 5 Á Q ? à ’ q IP � � t ß • • ; —Y ] DHCP e J » � � •  

DNS � r s  ö Û Ó Ž ó (Domain Name System)t w ¡ Internet N ô Ì æ¸ ’ ž Ÿ � ž q
IP ÷ ð t á � ¤ � � � ) H ž Ÿ y � Ò â g � q Û � t ª www.yahoo.com• DNS e J »
= Û � Ÿ c Ô ¸ ’ q IP ÷ ð •  

� � } ª ü ˜ @ DNS ê ð • Æq t , 8 » ( = ¥ B q IP ê ð u � Ô h ê 5 Á q DNS
Ú � e J » t þ � � ž Ÿ DNS Cache• ª ü r s  ö Û Ó q IP ÷ ð „ � ù DNSCachet
õ ö , 8 » = ¯ � J � r s  ö Û Ó t ® � t , 8 » = ­ F 4 5 q WAN � � (ª
DSL/Cable)� ‡ N 8 DNS ß � N ² � å í DNS e J » •  

� � � 	� � � 	� � � 	� � � 	 DHCP � � � �� � � �� � � �� � � � ����  

 

— 3-7 Ý ž µ * DHCP e J » � �  

Status(� �� �� �� � ) @A Enableú ! " G r s � @A Disableú ‚ ƒ G r
s � @A Relay Agent ! " G r s •  

Star t IP(
 �
 �
 �
 � IP) � � � q IP ÷ ð •  

End IP(� �� �� �� � IP) � � � � IP ÷ ð •  

Pr imary DNS 
(� �� �� �� � DNS) 

u � ˜ @ DNS q IP ê ð •  
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Secondary DNS 
(� �� �� �� � DNS) 

u � H 5 DNS q IP ê ð •  

Lease Time(� �� �� �� � ���� � �� �� �� � ) u � ‡ E IP ê ð � � w Û 5 q  � •  

WAN Inter face 
(WAN � �� �� �� � ) 

u � WAN � � •  

DHCP Server  IP 
Address 
(DHCP � � � � �� � � � �� � � � �� � � � � ) 

� � DHCP e J » ÷ ð •  

Ó Apply(	 
	 
	 
	 
 )t = P O �  ! " ‰v i � þ �  ! " , 8 » •  

� � � 	� � � 	� � � 	� � � 	 DHCP � � � � �� � � � �� � � � �� � � � � ����  

Vigor3300 Ž • , 8 » ¼ ½ H 5 DHCP e J » r s •  

 

— 3-8 H 5 DHCP e J » � �  

Star t IP Address 
(
 �
 �
 �
 � IP � �� �� �� � ) 

� � IP Pool q � q IP ÷ ð •  

IP Pool Size 
(IP Pool �  �  �  �  ) 

u � IP Pool y � ! IP ÷ ð q ö M •  

MAC Address L ist 
(Mac ! � " �! � " �! � " �! � " � ) 

4 u � Ï Ð 10 Ÿ MAC ê ð t ž " MAC ê ð | • @#
m t � 4 û ü IP ÷ ð Q Ž ³ • •  

Ó Apply(	 
	 
	 
	 
 )t = P O �  ! " ‰v i � þ �  ! " , 8 » •  
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— 3-9 Ž ó �  ! "  

Ó Apply(	 
	 
	 
	 
 )þ �  ! " Vigor3300 ú Û 5  q ? � •  
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����  4 ����  
� � 
 �� � 
 �� � 
 �� � 
 �  

4.1 Status(� 	� 	� 	� 	 ) 

� 	 r s ‰Š ž ¹ ‚ ù Vigor3300 ) ¡ $ à q Ž ó ³ • t � o t 5 Á � s %„ G i � &
• * + * , q � � � 	 •  

Ó System >> Status(# $# $# $# $ ->� �� �� �� � ' •  

 

— 4-1 � 	 i �  

Ó Status(� �� �� �� � )t = ( Y O ª ; ‰v i � •  
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— 4-2 Ž ó � 	  

� 	 i � u v � Ÿ í Q t \ � • � h � 	 w LAN � 	 w WAN � 	 •  

Refresh Option 
(î  @5 ) 

• = 4 ú @A ¥ " î  § ° � î  i � ³ • •  

¡ ª ; ù Ÿ @5  ( (  

No Refresh(%%%% & '& '& '& ' )((((  i � ³ • ) � •  

Every 10 Seconds()))) 10 **** )(((( D * 10 ¢ î  i � •  

Every 20 Seconds()))) 20 **** )(((( D * 20 ¢ î  i � •  

Every 30 Seconds()))) 30 **** )(((( D * 30 ¢ î  i � •  

4.1.1 Basic Status(3 4 5 ,3 4 5 ,3 4 5 ,3 4 5 , ) 

� h � 	 ‰Š 5 Á Û 5 S = w � � ~ h w + � ~ h w …† ,  � � w CPU Û 5 ò w g -
� Û 5 ò ú € M • Ž ó Û 5 q � � Î Î , 8 » � h ³ • •  

 

— 4-3 � h � 	  

Model(S = ) , 8 » q S = Û Ó  

Hardware Version(� � ~ h ) , 8 » q � � ~ h  

Firmware Version(+ � ~ h ) , 8 » q + � ~ h  

Build Date&Time(…† � � ) + � q . Ç ,   

System Uptime(Ž ó ð ] � � ) , 8 » „ ŒÑ ð ] q � �  

CPU Usage (CPU Û 5 ò ) CPU q / / Û 5 ò  

Memory Usage(g - � Û 5 ò ) g - � q / / Û 5 ò  

Current System Time 
(M • Ž ó � � ) 

Ž ó M • q 0 2 � �  
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4.1.2 LAN Status (LAN 5 ,5 ,5 ,5 , ) 

G ž i � ‰Š ” • * , � � q � 	 • 1 •  

 

 — 4-4 LAN � 	  

IP Address(IP ê ð ) LAN � � q IP ÷ ð  

MAC Address 
(MAC ê ð ) 

LAN � � q MAC ÷ ð  

High Availability Status 
(3 4 5 6 � 	 ) 

� Ž ó 3 4 5 6 r s Â ! � t r s q � 	   

¡ ª ; —Ÿ @5 }  

¼ ?  : Vigor3300 „ 3 4 5 6 y J ù ¼ ? 2 U •  

× 3 } Vigor3300 „ 3 4 5 6 y J ù × 3 2 U •  

RX Packets(� 4 � u ) LAN � � � 4 q | í � u ö 5 •  

TX Packets(N ² � u ) LAN � � ± ² q | í � u ö 5 •  

4.1.3 WAN Status (WAN 5 ,5 ,5 ,5 , ) 

G ž i � ‰Š – • * , � � q � 	 • 1 •  
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— 4-5 WAN � 	  

é • £ v n 4 Ÿ WAN � � q ž ¹ � h ³ • •  

IP Address (IP ê ð ) WAN � � q IP ÷ ð  

MAC Address (MAC ê ð ) WAN � � q MAC ÷ ð  

Primary DNS 
(˜ @ DNS e J » ) 

Q ? q ˜ @ DNS ê ð  

Secondary DNS 
(H 5 DNS e J » ) 

Q ? q H 5 DNS ê ð  

Gateway(� Í ) Q ? q   � � Í q ê ð  

RX Packets(� 4 � u ) • Ÿ WAN � � � 4 q | í � u ö 5  

TX Packets(± ² � u ) • Ÿ WAN � � ± ² q | í � u ö 5  

Connection Status 
(� � � 	 ) 

x v WAN � � q � 	 t u v � � (connected)� '
� (disconnected' •  

Connected(((( � , 8 » „ ¡ - . / 0 ¨ § ¡ H I ¨
r s Â ! � , 8 » s %| � Í 6 ~ � 	 • � • G �
� • � ž q ( Ç � � t õ ö ¤ = 7 
 x v � � •  

Up Time(‹ 8 � � ) x v Â q l q � � � � •  

4.2 Time(� � �� � �� � �� � � ���� ) 
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, 8 » ­ F NTP (* , � � S � )5 Á , × � � e J » û ü � � � š • 8 ù ž ¹ � ù � �
q r s (© ª > ? æK w URL M � F G )t Ž ó � � � �   ™Œá � � k t 9 S q NTP �
� ( R 5 Ð Ÿ � � e J » � � á q * , , : t ú  û ü 3 ; á ‡ � 4 / 6 •  

Vigor3300 4 | u � q � � e J » § 
 , � � N ô Y ] á g ! Ç † •  

 

— 4-6 � � � �  

Ó System >> Time(#### $$$$  >> + �+ �+ �+ � )t = ( Y O ª ; i � •  

 

— 4-7 � � � �  

Use Browser Time 
(
 # � � � < � ) 

Ó G @5 t × 
 , � � N ô a ô l � � •  

Use NTP Time 
(8 NTP e J » < � ) 

Ó G @5 t × NTP e J » a ô l � � •  

NTP Server (NTP e J )
»  

u = ž Ÿ NTP e J » q IP ÷ ð § r s  ö Û Ó •  

Time Zone(� ” ) @A Vigor3300 w „ ê q � ” •  

Daylight Saving Time @A Useú ! " G r s •  
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(, > ï ? � � ) 

Update Interval 
(î  � � � * ) 

@A � NTP e J » î  � � ³ • q � * •  

Ó Apply(	 
	 
	 
	 
 )ú Û � � � ¶ •  

4.3 Syslog (� �� �� �� � ���� ���� ) 

Vigor3300 Ž • ¼ ½ Ž ó � � 
 syslog
 r s 5 ú g � K ŒÑ q � @• , 8 » ( ± ² Syslog
� u + Internet ‡ q syslog e J » t é ï t � � � Ô 4 ú A ^ ± � „ Vigor3300 ‡ q B Ñ
C � n •  

 

— 4-8 , D ÷ �  

Ó System >> Syslog(# $# $# $# $  >>, -, -, -, - )t = ( Y O ª ; ‰v i � •  

 

— 4-9 , D � �  

Disable/Enable 
(! " /‚ ƒ ) 

Ó Enableú ! " r s � Disable � • ‚ ƒ G r s •  

Syslog Server IP 
(Ž ó � � e J » IP) 

u = q syslog e J » IP ê ð • ª ü 5 Á u = q IP •
¡ 0.0.0.0¨ t syslog r s = Ò ‚ ƒ t � Ô • � Vigor3300
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� ( � syslog e J » ± ² syslog � u •  

Syslog Server Port 
(� � e J » 9 ) 

Ô Syslog S T u = ž Ÿ 9 = •  

Ó Apply(	 
	 
	 
	 
 )ú Û � � � ¶ •  

4.4 Access Control(� �� �� �� � � � �� � �� � �� � � ���� ) 

� � � � 4 ú A § 8 E F Ø G � q ICMP � u L M• � LAN x ¡ H I R S E F � t • 4
ú ‚ ƒ LAN x q ping r s • é ž ô � 4 ú   A E F q N J • o Ø t p � � Ù Ú „ ŒÑ
K @; Û 5 G � � t õ Ô ¤ � ( : ; Œ� q ß � � u •  

 

— 4-10 � � � � ÷ �  

Ó System>>Access Control(# $# $# $# $  >>� .� .� .� . / 0/ 0/ 0/ 0 )t = ( Y O ª ; ‰v i � •  

 

— 4-11 � � � � � �  
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Management Access Control(« ¬ × * + * , � � , 8 » ) 

Disable(‚ ƒ ) ‚ ƒ w ¡ WAN � � q � � r s •  

Enable All(| í ! " ) Â ! w ¡ WAN � � q � � r s •  

Enable User Defined 
WAN IP (« ¬ 5 Á �
« WAN ) IP 

5 Á 4 ú u = 3 Ÿ IP ÷ ð 5 ù WAN � � � � •  

Management Port (� � 9 ) 

Default Ports(  � 9 ) Û 5 Http € Telnet q   � à •  (Http:80� Telnet: 23) 

User Defined Ports 
(5 Á ¥ � « 9 ) 

� 5 Á ¥ ] u � HTTP € Telnet 9 à •  

PING Restriction (b � PING) 

Disable PING from the 
LAN(‚ ƒ a ¥ LAN ,
q PING) 

@A G @5 ú H I w ¡ a ¥ LAN q ICMP � u  

Disable PING from the 
WLAN(L § a ¥ WAN
, q PING) 

@A G @5 ú H I w ¡ a ¥ WAN q ICMP � u  

Ó Apply(	 
	 
	 
	 
 )ú Û � � � ¶ •  

4.5 Reboot(�  ! " ��  ! " ��  ! " ��  ! " � ���� ) 

5 Web � � a �  ! " Vigor3300•  

 

— 4-12 �  ! " ÷ �  

Ó System >>Reboot(# $# $# $# $ >>1 ' 2 31 ' 2 31 ' 2 31 ' 2 3 )t = ( Y O ª ; ‰v i � • 5 Á 4 ú @A �  ! "
Vigor3300 � t ‹ � O ¡ � � § ° M N � P ñ � � •  
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— 4-13 �  ! " � �  

Ó Apply(	 
	 
	 
	 
 )ú �  ! " l Ÿ Ž ó t ž O � � 70 Ð ¢ ú i ˆ l Ÿ �  ! " g h •  

 

— 4-14 �  ! " P > �  

4.6 Firmware Upgrade(#### ���� $ %$ %$ %$ % ���� ���� ) 

Vigor3300 ‰Š ; • $ %Ê 1 • „ $ %• t • � � ™„ h ê N ô ‡ 
 � Router Toolst u
v Firmware Upgrade Utility• ; � g h 4 ú Q R • Y ] + � $ %•  

���� web � � �  � � �  � � �  � � �  ! "! "! "! "  

Vigor3300 ¼ ½ web � � $ %+ �  

 

— 4-15 + � $ %÷ �  

Ó System >>Firmware Upgrade(# $# $# $# $ >>4 54 54 54 5 6 76 76 76 7 8888•  
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— 4-16 + � $ %� �  

Location(ê ð ) Ó Local § ° Remote @5 t ú @A $ %Ê Õ •  

Local(((( × h ê q TFTP e J » $ %+ � •  

Remote(((( × 
 , q TFTP e J » $ %+ � •  

Firmware(+ � ) „ Ó 9 :9 :9 :9 : l t S P + � w „ , : •  

TFTP Server IP 
(TFTP e J » IP) 

Ô 
 , $ %q TFTP e J » u = q IP ê ð •  

� � } h � • „ Windows ë ì y � � t „ G g h 5 Á � � Î T 3 � 5 Q U t o l ã Þ �
 ! " Ž ó •  

1. × DrayTek q N 0 V · www.draytek.com.tw
 § ° h ê q DrayTek V · 
 § FTP V
· ftp.draytek.com ; . Ï  q + � • = + � ‹ � „ h ê N ô ‡ •  

2. Ó 9 :9 :9 :9 : � ÷ + � q ÷ � þ Ó Apply(	 
	 
	 
	 
 )• $ %# � Â q Y ] t þ „ Y ‡ ý ‡ ( x v
P M • � 	 • ž " $ % i ˆ t F ? 30 ¢ l t , 8 » = 4 WN ŒÑ (X � „ Vigor3300
q � { ‡ q ACT m 8 ! ŒÑ r s ' •  

� � } 5 Á „ G g h y Ì æÎ T 3 + 5 Q U t o l �  ! " Ž ó •  

3. Ó Apply(	 
	 
	 
	 
 )ú Â q $ %g h •  

# $ %# $ %# $ %# $ % &&&& � � �  � � �  � � �  � � �  ! "! "! "! "  

� � } h � „ Windows ë ì y � � •  

1. Ó ‡ � ‰+ q Ê 1 × DrayTek q * V � FTP V · ; . Ï  q + � •  

2. ­ F � � ® � � t Y Vigor3300 � DB9 q RJ45 � � ® 9 � + N ô q RS232 � � »
‡ • � � ® 9 q   � à Ô ¡ Z • N � X ò 57600t } £ ¤ < [ t 8 ÷ ¥ ³ ´ ÷ ¥ t 1
÷ ¥ ¦ § ÷ • ¨  
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— 4-17 × � � ® 9 $ %+ �  

3. Â ! Vigor3300t þ „ Ž ó i | �  ! " • „ PC ‡ Ó ; ENTER• Vigor3300 = ( J
ù Î T TFTP . O � 	 t ( ¡ ª ; ³ • x v •  
* ***************************  
*  DrayTek V3300 Bootloader *  
****************************  
Press [ENTER] key within 5 sec. to download image...1 
Current LAN IP is 192.168.1.1 
New IP: 
Prepare downloading 

4. 	 O —\ q Û Ó þ „ PC ‡ ] ] TFTP 5 Á , t ( ¡ ª ; ³ • x v •  
TFTP -i 192.168.1.1 PUT���������������		��
����
������
���������		��
����
������
���������		��
����
������
���������		��
����
������
�� 

5. $ %g h i ˆ l t Ž ó ( ¥ " Y ] �  ! " •  

4.7 Diagnostic Tools(& ' ( )& ' ( )& ' ( )& ' ( ) ) 

„ ¡ ¹ K @; t 5 Á � � ^ Í ž ¹ ¡ ‚ Vigor3300 q ³ • t © Ê � ž ¹ 7 	 § " 	 q ³
´ _ § ° ž ¹ , 8 ³ • Î Î • Vigor3300 ‰Š 4 ‘ r s ú Q R 5 Á ¬ ` é ¹ ³ • t 4 Û À
Á î Å a R q b È + M • , 8 � * + * , � 	 •  

Vigor3300 ‡ ¡ 4 Ÿ @5 t � ; a q Ñ ï = ( ‰P î ç è q > E • 5 Á 4 ú c Q b È ‚ ù
, 8 w ARPw DHCP � NAT r s q ž ¹ ³ • •  
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— 4-18 & ' ( ) r s  

4.7.1 View Routing Table(6 7 � 8 96 7 � 8 96 7 � 8 96 7 � 8 9 ) 

G i • d „ i � ‡ q Vigor3300 q , 8 @• M ¾ u M ¾ IP ÷ ð t � Í u   � � Í t ¾ g
u � 	 t � � � • eth0 u LAN � � t eth1 u WAN � � •  

 

— 4-19 & • , 8 @ 

4.7.2 View ARP Cache Tabel (6 76 76 76 7  ARP Cache 9999 ) 

G i • d Vigor3300 ‡ q ARP Cache@•  
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— 4-20 & •  ARP Cache@ 

 

4.7.3 View DHCP Assignment Table(6 76 76 76 7 DHCP : / 9: / 9: / 9: / 9 ) 

G i • d Vigor3300 ‡ q DHCP Q ? @•  

 

— 4-21 & • DHCP Q ? @ 

4.7.4 View NAT Active Sessions Table(6 76 76 76 7 NAT ; <; <; <; < ==== > 9> 9> 9> 9 ) 

G i • d Vigor3300 ‡ q O ] L " q NAT ¸ V @•  
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— 4-22 & • NAT L " ¸ V @ 

4.8 Configuration(� �� �� �� � ) 

� 5 Á i ˆ � � l t Vigor3300 ‰Š ž Ÿ r s 5 ú e � é ¹ � � • é ï ž a t 5 Á „ ; Þ
� � , 8 » � t ß � � ¯ � f � � e q � � t �  ! " ž Þ , 8 » � 4 WN � � •  

 

— 4-23 ? �  

Ó System>> Configuration(# $# $# $# $ >>;;;; <<<< )t = ( x v ª ; ‰v i � •  

 

— 4-24 � �  
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Restore(= >= >= >= > ) 

Select a configuration 
file(� ? @A B� ? @A B� ? @A B� ? @A B ) 

u = ž Ÿ g × N ô ‡ N + , 8 » •  

Backup(� C� C� C� C ) 

Backup configuration 
Push Backup button 
(� C @A B� C @A B� C @A B� C @A B  

D � C D ED � C D ED � C D ED � C D E ) 

4 × , 8 » N ² ž Ÿ g + N ô ‡ •   � g Ë Û Ô
¡ v3300.cfg¨ •  

 



Vigor 3300 ���
	���
��  

 46

h i j k



 

 47

����  5 ����  
� � 
 �� � 
 �� � 
 �� � 
 �  

„ * , Ž y t • 4 ú � � , 8 » ú � � * + * , q WAN � LAN � � •  

5.1 WAN ���� * + * ,* + * ,* + * ,* + * , � �� �� �� � ���� ����  

5 Á 4 ú � � WAN � � t ú a „ Internet ë ì y ’ 5 • Vigor3300 Ž • ¼ ½ 4 Ÿ WAN
� � t D Ÿ WAN � � ’ ¡ à á q � � i � •  

 

— 5-1 * , r s @÷ �  

Ó Network>>WAN(F GF GF GF G >>WAN)t = ( x v ª ; i � }  

 

— 5-2 WAN � �  

Load Balance 
(H I J KH I J KH I J KH I J K ) 

5 Á 4 ú ¡ Enable(2222 3333 )¨ § ° ¡ Disable(L ML ML ML M )¨ WAN
, q - . / 0 • þ Ä ¤ « ¬ 5 Á @A Auto Weight(N 3N 3N 3N 3
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O 1 P QO 1 P QO 1 P QO 1 P Q )t � F ß ¡ „ @A “2 �2 �2 �2 � ”q K @; •  

Backup(� C� C� C� C ) 5 Á 4 ú ¡ Enable(2222 3333 )¨ § ° ¡ Disable(L ML ML ML M )¨ WAN
, q H I r s •  

Edit(R SR SR SR S ) Ó G —v 4 Y O à ’ q WAN , � � i � •  

IP Mode(IP T UT UT UT U ) x v M • WAN � � q � � ˆ Õ •  

¡ 4 Ÿ @5  – Static, DHCP, PPPoE, PPTP 

Active(2 �2 �2 �2 � ) Ó G @5 ú ! " G WAN � � •  

Default Route 

(V ;V ;V ;V ; G WG WG WG W) 

Ó G @5 t ú @A G WAN � � Ç Ô   � , 8 � � •  

Load Balance 
(H I J KH I J KH I J KH I J K ) 

Ó G @5 ú @A G WAN � � Å O - . / 0 Ž •  

Weight(O 1O 1O 1O 1 ) @A G WAN � � q „ - . / 0 y q . h à t � i × 10%
+ 90%•  

Backup-Master(X �X �X �X �
CCCC ) 

Ó G @5 ú @A G WAN � � Ç Ô N � � •  

Backup-Slave(Y � CY � CY � CY � C ) Ó G @5 ú @A G WAN � � Ç Ô j � � •  

VoIP Ó G @5 ú @A G WAN � � Ç Ô VoIP   � � � •  

¸ ù F Ð ö 5 Á t * + * , � � • Ÿ N � q ’ 5 • Vigor3300 Ž • ¼ ½ { z * + * , � �
þ ‰Š k F ž Ÿ q WAN � � • � ; a q í Q ( € P ç è q { z � � Ê 1 q � z •  

Ó “ Edit(R SR SR SR S )” —v ú Y O D Ÿ WAN � � � � i � •  
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— 5-3 WAN � � � �  

MAC Address (MAC ! �! �! �! � ) 

Default MAC 
(G W�G W�G W�G W� V ;V ;V ;V ; ) 

Û 5 � „ , 8 » q l q MAC ÷ ð •  

User  Defined MAC 
(Z < [Z < [Z < [Z < [ ) 

Û 5 5 Á ¥ � « q MAC ÷ ð •  

Downstream Rate 

(� \� \� \� \ ] ^] ^] ^] ^ ) 

u � WAN � � q ; N X ò •   � à • 102400kbps

 100Megabit
 • G � � ¸ ù Vigor3300 q ; N Cacheô
l K Ñ � � • ª ü • Û 5 2Mbps q DSL ; N X ò t õ ö
; N X ò � � Ô 2Mbps•  

Upstream Rate 

(_ \_ \_ \_ \ ] ^] ^] ^] ^ ) 

u � WAN � � q ‡ N X ò •   � à • 102400kbpst �
� ¸ ù Vigor3300 ‡ N Cacheô l ú € . h � � t ª á ‡
� ž ï � � • ª ü • Û 5 2Mbps q DSL ‡ N X ò t õ ö
‡ N X ò � � Ô 2Mbps•  

Type(` a` a` a` a ) @A WAN � � q � � R S •  

Physical Mode @A WAN � � q � � X ‡ ˆ Õ • ¡ N 3 b cN 3 b cN 3 b cN 3 b c t d e fd e fd e fd e f t
g e fg e fg e fg e f t ú € 10M � 100M X ‡ @5 •  
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(h 5 T Uh 5 T Uh 5 T Uh 5 T U ) 

IP Mode (IP T UT UT UT U ) @A WAN � � q � ˆ IP ³ • q ˆ Õ • ¦ ¡ 4 ‘ 4 5 q
Internet � � Ê Õ t Staticw DHCPw PPPoE ú € PPTP•
„ G i � t • 4 ú Ô WAN � � � � i �i �i �i � wDHCPwPPPoE
ú € PPTP Î ˆ Õ • F í Q q Cable5 Á ( 5 DHCP ˆ
Õ ú a × Ž ó a � ü ž Ÿ ‚ 5 * IP•   

„ � � + { z � � � H • t � ª t DSL/Cable modemt ¸ ù , 8 » t • Ì æ^ Í ISP ‰
Š q • õ ‘ J K • � ; a q í Q Ô • � Ò 4 Ÿ – m Û 5 q { z � � J K • F Ð ö K @; t
• 4 ú × ISP õ • ü + ž Ÿ DSL/Cable modem•  , 8 » 4 ú Ò � � + { z � H ‡ 
 �
DSL/Cable
 t þ ú NAT § IP , 8 » ( Ç Ê Õ � � Internet•  

5.1.1 Static Configuration(+ ,+ ,+ ,+ , IP 



 2222 ) 

5 Á 4 ú ý " � � n Ÿ WAN � � q IP ³ • •  

 

— 5-4 7 	 IP � �  

IP Address(IP ! �! �! �! � ) u = WAN � � ÷ ð •  
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Subnet Mask 
(j F G k lj F G k lj F G k lj F G k l ) 

u = WAN � � q µ * , � � •  

Default Gateway 
(V ;V ;V ;V ; m nm nm nm n ) 

u = � Í IP ê ð •  

Pr imary DNS 
(� �� �� �� � DNS) 

u = ˜ @ DNS q IP ê ð •  

Secondary DNS 
(� �� �� �� � DNS) 

u = H 5 DNS q IP ê ð •  

IP Alias L ist 
(IP o p " �o p " �o p " �o p " � ) 

u = „ G � � y [ \ 4 ú Û 5 q IP ÷ ð •  

Ó Apply(	 
	 
	 
	 
 )þ �  ! " Ž ó •  

5.1.2 DHCP � - .� - .� - .� - . 



 2222  

� � WAN � � Ç Ô DHCP5 Á , t é ï Vigor3300= ( � DHCPe J » § ° DSL modem
¥ " � ß IP * , � � • ª ü 5 Á @A G ˆ Õ t � } � Y ] [ \ � � •  

 

— 5-5 DHCP � �  
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Ó Apply(	 
	 
	 
	 
 )t þ �  ! " Ž ó •  

5.1.3 DSL Modem ???? PPPoE 



 2222  

F í Q q DSL 5 Á ’ ( Û 5 G ˆ Õ t w ¡ q h ê 5 Á ¦ 5 ž Ÿ PPPoE � � � Internett
5 Á ß � � O ISP † ° ‰Š q � � ³ ´ � 4 •  

 

— 5-6 PPPoE � �  

User  Name(� Z p� Z p� Z p� Z p ) u = ISP ‰Š 5 Á Û •  

Password(q rq rq rq r ) u = ISP ‰Š q ¸ ’ 5 Á Û q � � •  

Authentication(s ts ts ts t ) @A PAP or CHAP S T = ¡ î k q à y 6 •   � à Ô
PAP•  

Ó Apply(	 
	 
	 
	 
 )t þ �  ! " Ž ó •  

5.1.4 DSL Modem ???? PPTP 



 2222  

; • � � i � � � Ç Ô v � • º t • q J K Š ’ …’ » ‰Š € • Œá q � � •  
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— 5-7 PPTP � �  

User  Name(� Z p� Z p� Z p� Z p ) u = ISP ‰Š 5 Á Û •  

Passwor(q rq rq rq r ) u = ISP ‰Š q ¸ ’ 5 Á Û q � � •  

Authentication(s ts ts ts t ) @A PAP or CHAP S T = ¡ î k q à y 6 •   � à Ô
PAP•  

PPTP Local Address 
(PPTP u ! ! �u ! ! �u ! ! �u ! ! � ) 

u = PPTP q h ê IP ê ð •  

PPTP Subnet Mask 
(PPTP F G k lF G k lF G k lF G k l ) 

u = PPTP q * , � � à •  

PPTP Server  Address 
(PPTP � � � � �� � � � �� � � � �� � � � � ) 

u = PPTP e J » q 
 , IP ê ð •  

Ó Apply(	 
	 
	 
	 
 )t þ �  ! " Ž ó •  

5.2 LAN ���� ����  

h ï = ç è È o LAN � � q � � •  
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— 5-8 LAN r s @÷ �  

Ó Network >> LAN(F GF GF GF G >>LAN)t = ( x v ª ; i � •  

 

— 5-9 LAN � �  

G i � ¡ 3 Ÿ @5 ò t Q � Ô }  

�  IP ? �  

�  Ý ž µ * DHCP e J »  

�  Ý � µ *  DHCP e J »  

5.2.1 IP 
 2
 2
 2
 2  
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Ó IP � � t = ( x v ª ; i � }  

 

— 5-10 IP � �  

„ Vigor3300 , 8 » y t ¡ ž ¹ ª ; @x v q IP ÷ ð � � • IP ÷ ð /µ * , � � 4 Š h ê
5 Á § ° NAT 5 Á Û 5 t � ! 5 , 8 µ * , t • � � × ISP û ü ž Ÿ 4 , 8 q µ * , •
h ê N ô q   � � Í q IP ê ð ’ � Ô Vigor3300 q IP ê ð • � …† � | ISP q DSL �
� l t D Ÿ h ê PC ’ = ¯ � , 8 + Internet• á ï q t • � 4 ú Û 5 IP ÷ ð /µ * , �
� a � � + [ \ q h ê N ô t „ G i � ‡ t • 4 ú • + „ RFC-1918 � « q   â * • ÷
ð � i t ~ Ñ p � Û 5 192.168.1.1/24 é Ÿ µ * • •  

For  NAT Usage (NAT � �� �� �� � ) 

1st IP Address 
(v � j Fv � j Fv � j Fv � j F IP � �� �� �� � ) 

h ê µ * q Ý ž IP ÷ ð t   � à • 192.168.1.1•  

1st Subnet Mask 
(v � j F G k lv � j F G k lv � j F G k lv � j F G k l ) 

h ê µ * q Ý ž * , � � t   � à • 255.255.255.0•  

For  IP Routing Usage (IP G W� �G W� �G W� �G W� � ) 

Enable/Disable Ó ¡ ! 5 ¨ a ! 5 G r s •  

Ó ¡ ‚ ƒ ¨ a ‚ ƒ G r s •  

2nd IP Address 
(v w j Fv w j Fv w j Fv w j F  IP ! �! �! �! � ) 

Ý � µ * q IP ê ð •  

2nd Subnet Mask 
(v w j F G k lv w j F G k lv w j F G k lv w j F G k l ) 

Ý � µ * q * , � � •  

 

Ó ’ 5 þ �  ! " Ž ó •  

5.2.2 1st DHCP Server(� @A �� @A �� @A �� @A �  DHCP 0 1 $0 1 $0 1 $0 1 $ 



 2222 ) 
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Vigor3300 Ž • ¼ ½ —Ÿ DHCP e J » •  

DHCP • Dynamic Host Configuration Protocol q é Ó t ¤ ( ¥ " Q ? à ‚ q IP � � € h
ê DHCP À Á t ß • º ; • —p a � � DHCP e J » •  

 

— 5-11 1st DHCP e J » � �  

Status(� �� �� �� � ) Ó Enable(2 32 32 32 3 )ú ! " G r s •  

Ó Disable(L ML ML ML M )ú a ‚ ƒ G r s •  

Ó  Relay Agent ú ! " G r s •  

Star t IP(
 �
 �
 �
 � IP) � � � q IP ÷ ð •  

End IP(� �� �� �� � IP) � � � � IP ÷ ð •  

Pr imary DNS 
(� �� �� �� � )DNS 

� � ˜ @ DNS q IP ÷ ð •  

Secondary DNS 
(� �� �� �� � DNS) 

� � H 5 DNS q IP ÷ ð •  

Lease Time(� � � �� � � �� � � �� � � � ) � � ‡ E IP ê ð � � w Û 5 q  � •  

Gateway IP (Optional) 
(m nm nm nm n IP � � � x y� � � x y� � � x y� � � x y
zzzz ) 

� � � Í IP ÷ ð •  

WAN Inter face  
(WAN  � �� �� �� � ) 

� � Relay Agent q WAN � � •  

DHCP Server  IP 
Address 
(DHCP � � � � �� � � � �� � � � �� � � � � ) 

� � DHCP e J » ÷ ð •  



°²Ë²³

 Ì·Í·Â»Ã  

 57

� � } ª ü ˜ @ DNS � H 5 DNS ’ • Æk q t õ ö , 8 » ( = ¥ B q IP ê ð u = € h
ê 5 Á Ç Ô DNS Ú � e J » t þ ‹ 8 � DNS Cache• ª ü ž Ÿ r s  ö Û Ó q IP ÷ ð
„ ‹ „ DNSCachex q V t , 8 » ( † q È r r s  ö Û Ó • ® � t , 8 » ( Y DNS ß
� � u ± ² € ­ F WAN � � (© ª DSL/Cable � � )q å í DNS e J » •  

Ó Apply(	 
	 
	 
	 
 )þ �  ! " Ž ó •  

5.2.3 2nd DHCP Server(� B A �� B A �� B A �� B A �  DHCP 0 1 $0 1 $0 1 $0 1 $ 



 2222 ) 

Vigor3300 ¼ ½ Ý � µ * DHCP e J » •  

 

— 5-12 Ý � µ *  DHCP e J » � �  

Star t IP Address 
(
 �
 �
 �
 � IP � �� �� �� � ) 

� � � q IP ÷ ð •  

IP Pool Size  
(IP Pool �  �  �  �  ) 

� � ž Ÿ ö � t u � � ! IP q ö 5 •  

MAC Address L ist 
(MAC ! � " �! � " �! � " �! � " � ) 

� � 10 Ÿ MAC ÷ ð • ž " n Ÿ MAC ÷ ð # m G @w
• q ÷ ð t ¤ = û ü à ’ q IP ÷ ð ³ • •  

Ó Apply(	 
	 
	 
	 
 )þ �  ! " Ž ó •  

5.3 Load Balance Policy(- . / 0 1 2- . / 0 1 2- . / 0 1 2- . / 0 1 2 � �� �� �� � ) 

Vigor3300 ¼ ½ - . / 0 t G r s ( u � ž Ÿ § ° ž œµ * q N ô Û 5 n Ÿ WAN � � t  
Ø � $ æç - . / 0 s a q t u •  
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— 5-13 - . / 0 1 2  

Ó Network>>Load Balance Policy(F GF GF GF G >>H I J K { |H I J K { |H I J K { |H I J K { | )t = ( x v P ª ; i � •  

 

— 5-14 - . / 0 1 2 @ 

Ó Ý ž Ÿ 5 M Ó v t „ Ó ; Edit(R SR SR SR S )Ó v t 4 x v ª ; i � •  
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— 5-15 - . / 0 1 2  – w x  

Protocol(b }b }b }b } ) @A ž Ÿ S T •  

Source IP(~~~~ •••• IP) u � ž Ÿ IP÷ ð t 5 ú ¬ ^ w ¡ � 4 � u x q W IP÷ ð  •  

Subnet Mask 
(j F G k lj F G k lj F G k lj F G k l ) 

u � ž Ÿ µ * , � � à •  

Dest Por t Range(€€€€
• ‚• ‚• ‚• ‚ ƒ „ …ƒ „ …ƒ „ …ƒ „ …) 

u � � q � � � 9 = •  

Network Inter face 
(F G � �F G � �F G � �F G � � ) 

@A = � ± ² + q � � •  

Ó Apply(	 
	 
	 
	 
 )ú Ä Å § � 
 » 5 x y •  

G å t Ó n Ÿ 5 M Ó v t ã Ó y z t = ( x v P ª ; ‰v i � •  

 

— 5-16 - . / 0 1 2  – y z  

Ó † <† <† <† < t � 4 = G 5 M = × @x y z •  

Ó Delete All(d ‡ ˆ ‰d ‡ ˆ ‰d ‡ ˆ ‰d ‡ ˆ ‰)t Ž ó = y z G i � y | í q x y •  

5.4 High Availabilty(3 4 5 63 4 5 63 4 5 63 4 5 6 � �� �� �� � ) 

3 4 5 6 
 HA
 • ‚ ù U ¯ Ž ó ³ Wq 4 5 6 t • ¡ ‚ Ž ó ¥ � P O { Œl K @J � q
Ý Þ •  

é þ � • ž Ÿ º | q Ý Þ t ã • [ M q • „ ù º | q …† � � t ž Ÿ 3 4 5 6 È É Ê Ë
q } ~ 6 t � É ù ‚ ƒ q 4 5 6 � � ú € † K 4 ú � $ q Ž ó y ' Þ ö •  
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„ n ‘ K @; t Ž ó Ò � � Ô ‰Š f • | € � 4 5 • é ‘ Ž ó ž O ’ ¡ • ‚ q � � € #
� t Û ü Ž ó „ { Œq K @; ƒ o 4 5 • � > i „ q 3 4 5 6 Ž ó � ( ß ¡ ê ž q { Œ
· t æç P O { Œq � � § # � ’ ( ¡ à á R S q • ‚ ¥ � •  

� { Œ± � � t | G á � q Y # ( Y 8 l H ¥ � Y ] J � t G F # ( ‹ j Ž ó F í Q q
³ Wt þ N l í Q & …q ÆÇ t † Ž ó „ f ‡ ¢ x WN ŒÑ t 3 4 5 6 Ž ó 4 ú � 5 Á
„ � ^ Í q K @; i ˆ { Œ� N ÆÇ •  

 

— 5-17 3 4 5 6 � �  

High Availability 
(Š ‹ � ŒŠ ‹ � ŒŠ ‹ � ŒŠ ‹ � Œ) 

Ó Enable(2 32 32 32 3 )§ ° Disable(L ML ML ML M )� • ® Û 5 G r s •  

Group Number (• Ž• Ž• Ž• Ž ) u = ž Ÿ Ž w = t � i • 1 + 255•  

Role(• •• •• •• • ) @A „ 3 4 5 6 r s x q 2 U • ¡ ª ; —Ÿ @5  

XXXX (((( Ç Ô N , 8 »  

YYYY } Ç Ô × 3 , 8 »  

N , 8 » q ø ™4 � î 3  

Vir tual IP(‘ ’‘ ’‘ ’‘ ’ IP) u = ž Ÿ š › IP  

ß Ó Apply(	 
	 
	 
	 
 )ú Û � � � ¶ •  
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h i j k
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����  6 ����  
� � 
 �� � 
 �� � 
 �� � 
 �  

6.1 Static Route(7 	 , 87 	 , 87 	 , 87 	 , 8 � �� �� �� � ) 

5 Á 4 ú Û 5 7 	 , 8 r s a u � 7 	 , 8 ³ • •  

 

— 6-1 7 	 , 8  

Ó Advanced>>Static Route(Š 7Š 7Š 7Š 7 >>i � G Wi � G Wi � G Wi � G W)t = x v ; � q � � i � •  

 

— 6-2 7 	 , 8 @ 
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6.1.1 Edit(C DC DC DC D ) 

Ó Edit(R SR SR SR S )4 „ 7 	 , 8 @y  Ä § w x ž Ÿ 5 M •  

 

— 6-3 w x  

Network Inter face 
(F G � �F G � �F G � �F G � � ) 

@A ± ² À M q ê q * , � � • ¤ u v LANt  
WAN1~WAN4•  

Gateway IP(m nm nm nm n IP) u � � Í q IP•  

Destination IP 
(€ •€ •€ •€ • IP) 

u � M q IP•  

Subnet Mask 
(j F G k lj F G k lj F G k lj F G k l ) 

u � M q ê IP q µ * , � �  

Ó Apply(	 
	 
	 
	 
 )ú i ˆ � � •  

6.1.2  Delete(E FE FE FE F ) 

Ó Delete(ˆ ‰ˆ ‰ˆ ‰ˆ ‰)ú y z , 8 @y q ž Ÿ 5 M •  

 

— 6-4 y z @5  

ß ™¬ & @y q x y þ á â • ® � y z G 5 M • � 5 Á ˆ � ] ] w x § y z ÆÇ � t 5
Á Ì æÓ 5 M Ó v ã Ó Delete(ˆ ‰ˆ ‰ˆ ‰ˆ ‰)Ó v t o l Ó † <† <† <† < i ˆ y z •  

6.2 NAT � �� �� �� �  

NAT
 * , ÷ ð Ÿ c 
 • 5 a ‰Š ž Ÿ § Ð Ÿ IP ÷ ð ú € J K 9 + � á J K q Ê 1 • ¤
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Û LAN y ‹ ¡   ¡ * , IP q Ð Ÿ U ¯ s % Ÿ c + ‚ * IP ÷ ð ú a ï Œ‚ * IP ê ð q
³ W• ¤ á � � c � n ž Ÿ ¡ ‹ 
 ¨ q 2 U 5 a • Ž q PC q 0 2 IP a A § Internet ‡
q • À L M • Vigor3300   � K @; ! 5 NAT þ 5 7 	 t PPPoEt  §  DHCP q ô � ×
ISP û ü ž Ÿ s %, 8 q IP ÷ ð • Vigor3300 • ‘ RFC-1918 � « q   ¡ * , IP a u �
  ¡ * , q IP ÷ ð t þ Ä =   ¡ * , q IP ÷ ð Ÿ c Ô ž Ÿ s %, 8 q IP ÷ ð ú 2 O
Internet � � •  

Ó Advanced>>NAT(Š 7 ; AŠ 7 ; AŠ 7 ; AŠ 7 ; A >>NAT)t = x v ª ; i � •  

 

— 6-5 NAT r s  

6.2.1 Port Redirection(GGGG HHHH I 2 JI 2 JI 2 JI 2 J 
 2
 2
 2
 2 ) 

Port Redirection 5 a Â Ã x í q e J » + * + * , § • Ô x í N ô Â Ã u � q 9 •  
Internet ‡ q N ô 4 ú 5 WAN IP ÷ ð a � � x í q J K t � ª FTPt WWW Î • ; � q
� µ x v ª ç Â Ã FTP e J » + ‚ * • x í q FTP server • ð ] „ 192.168.1.’ q ž “ h
ê q N ô ‡ • ª ü 9 6 7 @y � « q 9 t ³ ´ � u = Ÿ ± + u � q x * N ô • 5 Á � 4
ú Y ] � á 9 ° � q Ÿ c •  

Ó Advanced>>NAT>> Por t Redirection(Š 7 ; AŠ 7 ; AŠ 7 ; AŠ 7 ; A >>NAT>>‚‚‚‚ ƒƒƒƒ 1 < “1 < “1 < “1 < “ )t = x v ª ; i
� •  
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— 6-6 NAT-9 = � � � � �  

Ó Edit(R SR SR SR S )ú  Ä § � 
 ž ý Ü � •  

 

— 6-7 w x ž ý  Ü �  

Comment(” •” •” •” • ) � O G 5 � � à ‚ V È •  

Protocol(b }b }b }b } ) u � TCP § UDP S T •  

Public Por t Range 
(– � ‚ ƒ „ …– � ‚ ƒ „ …– � ‚ ƒ „ …– � ‚ ƒ „ …) 

u � � q 9 = •  

Pr ivate IP (—˜—˜—˜—˜ IP) ” • * , q IP ê ð •  

Pr ivate Por t Range 
(—˜ ‚ ƒ „ …—˜ ‚ ƒ „ …—˜ ‚ ƒ „ …—˜ ‚ ƒ „ …) 

u � h ê 9 = � i •  

Use IP Alias @A Disable(L ML ML ML M )� Û 5 WAN � � t  
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(™�™�™�™� IP o po po po p ) @A Enable(2 32 32 32 3 )� Û 5 IP � Û ÷ ð •  

WAN Inter face 
(WAN � �� �� �� � ) 

5 Á 4 ú × ; ” ` • y @A ž Ÿ WAN � � •  

IP Alias (IP o po po po p ) 5 Á 4 ú × ; ” ` • y @A ž Ÿ Q ? € WAN � � q  

IP � Û ê ð •  

Ó Apply(	 
	 
	 
	 
 )� � � � •  

� � } 9 = � � � ß ¸ å í 5 Á ¡ ¶ t x í q 5 Á � s ­ F � � å í ‚ ¡ IP q Ê 1 a �
� x í q e J » t x í q 5 Á ß s ­ F   ¡ q IP a � � x í q e J » t § ° – 4 ú „
Windows q hosts g y � � ž Ÿ aliast ß � � � � – w � � q 9 = � 4 t � � �  � �
w ¡ q 9 = t ú — NAT ú ¡ A B C r s $ + t u •  

ä å t 5 Á 4 ú Ó Delete(ˆ ‰ˆ ‰ˆ ‰ˆ ‰)a y z NAT 5 M •  

6.2.2 Address Mapping(K L M NK L M NK L M NK L M N 
 2
 2
 2
 2 ) 

ª ü • ¡ ž Ž 7 	 q IP ÷ ð t õ • Ô s Û 5 ÷ ð ‰Š q r s „ Vigor3300 ‡ Ô º � q ž
® § Ð ® u � NAT Û 5 q ‚ * ÷ ð t ; � q x y ˜ ™• ª ç � � ÷ ð ‰Š •  

 

— 6-8 NAT-÷ ð ‰Š  

Ó Advanced>>NAT>>Address Mapping(Š 7Š 7Š 7Š 7 >>NAT>>� � š ›� � š ›� � š ›� � š › )t = x v ª ; i � •  
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— 6-9 NAT-÷ ð ‰Š � �  

Ó Edit(R SR SR SR S )a  Ä § ° � 
 ž ý Ü � •  

 

— 6-10 „ ÷ ð ‰Š y w x  Ü �  

Protocol(b }b }b }b } ) u � � � ¬ & q S T R S •  

Public IP(– �– �– �– � IP) ª ü a W IP 4 ú 6 7   ¡ IP y � � q V t ß Û 5 G IP
a 
  ³ ´ � u q a W IP ÷ ð •  

Pr ivate IP(—˜—˜—˜—˜ IP) u � 5 a © š q IP ÷ ð § ° µ * , • � ³ ´ � u q a W
÷ ð # m » J � � � t � Û 5 ¡ ‚ 5 IP̈ u � q WAN IP
Ç Ô ³ ´ � u q a W÷ ð t ú Y ] NAT Ÿ c •  

Subnet Mask 
(j F G k lj F G k lj F G k lj F G k l ) 

@A ž Ÿ � � à •  

Ó Apply(	 
	 
	 
	 
 )ú � � � � •  

ä å t 5 Á 4 Ó Delete(ˆ ‰ˆ ‰ˆ ‰ˆ ‰)a y z NAT 5 M •  

6.2.3 DMZ O PO PO PO P 
 2
 2
 2
 2  
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„ U ¯ * , y t DMZ • ž Ÿ � ù ‚ ƒ   ¡ * , � å í ‚ ¡ * , ° � q y 6 ” • q N ô §
� S * , t 4 A § å í 5 Á ¯ � � � ‚ ƒ x í q e J » • DMZ Ô @5 � � t þ ¡ � › A
B C ž ï q 
 | 6 t � s œÔ Ú � e J » •  

„ ž Ÿ 9 S q � S ‚ ƒ q DMZ � � y t ž Ÿ N ô = � $ a ¥   ¡ * , x í 5 Á q � �
ß � a � � Web V · § [ \ ‚ * ‡ 4 ú � � q ‚ ƒ • o l DMZ N ô „ ‚ * ‡ ± � à ’
q ß � t ã • DMZ N ô � s �   ¡ * , › q ß � t ¤ ß ¡ Ÿ ± q r 5 •  

‚ ƒ å í q ‚ * 5 Á ß s � � DMZ N ô t DMZ © š 9 S q ’ 5 • …• ‚ ƒ q Web * i
ú a ù w ¡ q å í * , s % � � • ª ü å í 5 Á ž Ÿ DMZ N ô q 
 | A � t Web * i
= ( Ò Ÿ   t ã ‚ ƒ [ \ ³ • þ � ( õ G Ø ¡ ¢ P À •  

 
— 6-11 DMZ N ô  

Ó Advanced>>NAT>>DMZ Host(Š 7Š 7Š 7Š 7 >>NAT>>DMZ X œX œX œX œ)t = ( x v ª ; i � •  

 
— 6-12 DMZ N ô @ 
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Ó Edit(R SR SR SR S ) Ä ž Ÿ  5 M + DMZ N ô @y •  

 
— 6-13 DMZ N ô  – w x  

WAN Inter face 
(WAN � �� �� �� � ) 

@A ž Ÿ WAN � � •  

Pr ivate IP(—˜—˜—˜—˜ IP) u � DMZ 4 ú Ò å í � � q IP ÷ ð •  

Use IP Alias(���� IP oooo
pppp ) 

@A Disable(L ML ML ML M )� Û 5 WAN � � t  

@A Enable(2 32 32 32 3 )� Û 5 IP � Û ÷ ð •  

IP Alias (IP o po po po p ) „ WAN � � i � q IP � Û • @y @A ž Ÿ IP ÷ ð •  

Ó Apply(	 
	 
	 
	 
 )ú � � � � •  

Ó Delete(ˆ ‰ˆ ‰ˆ ‰ˆ ‰)a y z DMZ N ô @y q 5 M •  

 
— 6-14 DMZ N ô  – y z  

� • á � y z t Ó † <† <† <† < ú ] ] y z " Ç •  

6.3 Port Block(9 : ;9 : ;9 : ;9 : ; � �� �� �� � ) 
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9 : ; r s s � 5 Á � � ž ¹ 9 = t ª ü å í * , q 9 = | é ¹ u � q 9 = à á t é ¹
* , ³ ´ = Ò %£ • é Ÿ r s q ø · „ ù s %F G ž ¹ � Ì � q ³ ´ § ° • Internet ‡ q
L M ³ ´ •  

 

— 6-15 9 : ;  

Vigor3300 Ž • ¼ ½ : ; 10 Ÿ 9 = t Ó Port Block(‚ • ž‚ • ž‚ • ž‚ • ž )t = ( x v ª ; i � }  

 

— 6-16 9 : ; � �  

Index(Ÿ   ƒŸ   ƒŸ   ƒŸ   ƒ ) ¤ G w = •  

Status(� �� �� �� � ) 5 Á s ‚ ƒ § • ! " Ò @A q 5 M •  

Por t Number(‚ ƒ‚ ƒ‚ ƒ‚ ƒ ) u � ž Ÿ Ò Ž ó : ; q 9 •  
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Ó Apply(	 
	 
	 
	 
 )a i ˆ � � •  

6.4 UPnP � �� �� �� �  

UPnP
 ~ 5 � Z � 5 
 S � J K ù * , y q � Z � 5 � H t Windows q � Z � 5 Ž ó Ô
n ¹ PC � H ‰Š n G r s •  

¸ ù NAT , 8 » t Vigor3300 ‡ q UPnP q N � Ç 5 • ¡ NAT _ ` ¨ t ¤ � ¥ � A B C
x í q ’ 5 # Õ ¥ " Â Ã 9 a _ ­ , 8 » t é ‘ ô � © , 8 » ¥ B u � Â Ã 9 î Å ) 4
] 6 • Ø Ä t 5 Á � � Ì 5 ý ( � � 9 ‰Š § • DMZ•  

 

— 6-17 UPnP 

8 ù Û 5 n UPnP r s t Vigor3300 Ô Windows XP 5 Á ‰Š n a ¦ q MSN Messenger
q § ^ t ` z � ¨ 1 q ~ • r s t Ó UPnPt = ( x v ; � q i � •  

 

— 6-18 UPnP � �  

Disable/Enable · ê Ó v a ‚ ƒ § ! 5 UPnP r s •  

* , � �  @A Û 5 UPnP q WAN � � •  

Ó Apply(	 
	 
	 
	 
 )ú i ˆ � � •  
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„ Windows XP q * , � � y Ó  Router ‡ q  IP Broadband Connectio©t 4 ú & • � � �
	 § � � � 	 t ª — 6-19•  

 

— 6-19 Windows * , � �  

NAT q _ ` º ª = Û • î Å Ê a q ! 5 ’ 5 # Õ q Ð « � r s t û ¡ UPnPt • = � ü
� � � 9 ‰Š § ý ( œ[ \ R ¬ q � � • ; � q � � —• ž Ÿ � µ •  

 

— 6-20 � � � 	  
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— 6-21 UPnP � �  

Vigor3300 q UPnP r s 4 ú � ¼ ½ UPnP q ’ 5 # Õ
 � ª MSN Messenger
 ± O å í
, 8 » IP ÷ ð þ Ô , 8 » ? � 9 ‰Š • Ï l t , 8 » q UPnP ( ) ( �  � � å í 9 q
³ ´ + x í 9 ú 6 7 ’ 5 # Õ q � � •  

6.5 DDNS � �� �� �� �  

" 	 DNS r s « ¬ , 8 » + u � q " 	 DNS e J » � � î  WAN � � q � ‡ IP ÷
ð t é ¹ WAN q IP ÷ ð 8 ISP § DHCP Q ? t ž " , 8 » ‡ � t – Ô s 5 V ­ q r s
 ö Û Ó × Internet ‡ � � , 8 » § • x í q š › e J » • ¸ " 	 IP q 5 Á a � t DDNS
• K Ñ $ ® ¯ q t é ¹ " 	 IP q 5 Á ž O • × \ � q ISP õ • � 4 " 	 w 
  z ° q IP
÷ ð •  

„ – � � " 	 q DNS r s ° • t – Ì æ× " 	 DNS J K Š ’ …õ •   � ž Ÿ —� q r
s  ö Û Ó • , 8 » ¼ ½ Ï Ð 10 Ÿ ± Á t þ ¼ ½ ; � q DNS J K Š ’ …}
www.dynsns.orgt  www.no-ip.comt www.dtdns.comt www.changeip.comt www.dynamic- 
nameserver .com• • ’ » Y O [ * V À V ­ 3 ù ¥ B q , 8 » r s  ö Û Ó •  
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— 6-22 DDNS 

Ó DDNSt = x v ª ; i � •  

 

— 6-23 DDNS @ 

Ó  Refresh(& '& '& '& ' )ú �  x v l Ÿ i � ³ • •  

Ó ¸ ’ w = ú � 
 DDNS @y » ¸ ’ 5 M q � � •  
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— 6-24 DDNS � �  

Status(� �� �� �� � ) Ó Disable(L ML ML ML M )a ‚ ƒ » r s •  

Ó Enable(2222 3333 )a ! " » r s •  

Infter face(� �� �� �� � ) × WAN1 + WAN4 y @A ž Ÿ DDNS ¸ ’ q � � •  

Service Provider  
(� ¡ ¢ � c� ¡ ¢ � c� ¡ ¢ � c� ¡ ¢ � c ) 

u � ž Ÿ ‰Š …a ¼ ½ DDNS J K • Vigor3300 

  � ¼ ½ 5 Ÿ r s  ö Û Ó ‰Š …•  

Server  Type(� � � `� � � `� � � `� � � `
aaaa ) 

@A 7 	 t " 	 § � � •  

Domain Name(F £ pF £ pF £ pF £ p
¤¤¤¤ ) 

u � 4 ú � � q * • Û Ó •  

Login Name(¥ - p¥ - p¥ - p¥ - p ) u � ä � + DDNS e J » q Û � •  

Login Password 
(¥ - q r¥ - q r¥ - q r¥ - q r ) 

u � ä � + DDNS e J » q � � •  

Wild Card Ó Disable(L ML ML ML M )a ‚ ƒ » r s •  

Ó Enable(2222 3333 )a ! " » r s •  

Backup MX Ó Disable(L ML ML ML M )a ‚ ƒ » r s •  

Ó Enable(2222 3333 )a ! " » r s •  

Mail Extender u � ž Ÿ ² � ÷ ð •  

³ V } þ � • w ¡ q " 	 DNS ‰Š …’ ¼ ½ Wild Card � Backup MX r s t ß ¥ [ * V
û ü î ç è q ³ • •  
ª ü • q N ² � e J » õ Ô n ‘ l õ } 1 ‡ � q V t Backup MX = ‰Š € • Ý � Ÿ ² �
e J » a ‹ j email• ž " – WN � � t – q email = 8 ² € • •  

Ó Apply(	 
	 
	 
	 
 )ú i ˆ � � •  
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— 6-25 DDNS @ 

6.6 RADIUS � �� �� �� �  

RADIUS • 
 | q e J » /5 Á , [ 
 S � t þ Ò ISP – m Û 5 ù [ \ q 
 , � � J K t
RADIUS • [ 
 þ ´ ÷ < = � Ì Í 5 Á q Ï Ñ µ q Ê 1 • x …q RADIUS 5 Á , r s «
¬ – ¢ c 
 , < O 5 Á q ± = + RADIUS q e J » ‡ t – q 5 Á ± = � ( � � ¶ b ù x
…q ± = t ¤ � s � – „ * , • d y � � 
 , � � q [ 
 •  

Radius • � � 
 , 5 Á [ 
 � > ± q e J » t N � 5 ù ISPt � F ¤ � Ò 5 ù � � d y
� � [ 
 � > ± J K q * , ‡ • Radius ¼ 8 – m q [ 
 ô � t 5 Á 4 ú ­ F ¯ � M · ¸
, e J » q ä � /� � ‰v t Û 5 PAP § CHAP S � Î Ê Õ a ‰Š [ 
 ³ ´ •  

Vigor3300 Ô 5 Á ‰Š Radius � � t p � 4 ? � ž ¹ [ 
 ³ • � Radius e J » a Y ] [

 t „ Vigor 3300 y ß ¹ 5 ù  VPN>>PPTP r s •  

 
— 6-26 Radius 
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Ó  Advanced>>Radiust = x v ª ; i � •  

 
— 6-27 Radius � �  

Disable/Enable Ó Disable(L ML ML ML M )ú ‚ ƒ G r s •  

Ó Enable(2 32 32 32 3 )a ! " » r s •  

Server  IP Address 
(� � �� � �� � �� � � IP ! �! �! �! � ) 

u � Radius e J » q IP ê ð •  

Destination Por t(€ • ‚€ • ‚€ • ‚€ • ‚ ) u � Radius r s Û 5 q M ¾ 9 •  

Shared Secret(¦ � q §¦ � q §¦ � q §¦ � q § ) Ô e J » u � ž Ÿ [ 
 q Ú � •  

Confirm Shared Secret 
(1 ' ¨ © ¦ � q §1 ' ¨ © ¦ � q §1 ' ¨ © ¦ � q §1 ' ¨ © ¦ � q § ) 

�  � O ¦ 5 � º y q x y •  

WAN Inter face 
(WAN � �� �� �� � ) 

u � = � Û 5 q WAN � �  

Ó Apply(	 
	 
	 
	 
 )ú i ˆ � � •  

6.7 Call Schedule(< = > ? � � @< = > ? � � @< = > ? � � @< = > ? � � @� �� �� �� � ) 

< = > ? � � @5 ? � g q � � a � � , 8 » q < = § � � � � � � § ' � q � � t „
? � < = > ? � � @r s • t 5 Á Ì æŒá q � � � � t þ Ô Internet � � q ? � §
LAN-to-LAN q ? � 
 » � � @•  

Vigor 3300 ¼ ½ ? � F 5 q < = > ? � � @? � •  
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— 6-28 < = > ? � � @ 

Ó Call Schedule(ª ƒ « ¬ + � �ª ƒ « ¬ + � �ª ƒ « ¬ + � �ª ƒ « ¬ + � � )t = x v ª ; i � •  

 

— 6-29 < = > ? � � @� �  

6.7.1 Edit(C DC DC DC D ) 

Ó Edit(R SR SR SR S ) Ä ž 5 g � •  
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— 6-30 < = > ? � � @- w x  

Disable/Enable Ó Disable(‚ ƒ )ú ‚ ƒ G r s •  

Ó Enable(! " )ú ! " G r s •  

Star t Date(­ � ® �­ � ® �­ � ® �­ � ® � ) u � Â q q ,  •  

Star t Time(­ � + �­ � + �­ � + �­ � + � ) u � Â q q � � •  

Action(3 ¯3 ¯3 ¯3 ¯ ) 

 

Force Down(× � ' � )Ú @× � * , ¼ � •  

Force On(× � � � )� @v × � ½ * •  

How often(™� ° ^™� ° ^™� ° ^™� ° ^ ) Once(ž Þ )Ú @ß Û 5 ž Þ •  

Weekdays(,  )� @v 5 Á 4 ú @A ž ¾ q n f € •  

Network Inter face 
(F G � �F G � �F G � �F G � � ) 

@A = � ’ 5 q WAN � � •  

Ó Apply(	 
	 
	 
	 
 )ú i ˆ � � •  

6.7.2 Delete(E FE FE FE F ) 

Ó Delete(ˆ ‰ˆ ‰ˆ ‰ˆ ‰)ú y z ž Ÿ @� 5 M •  
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— 6-31 < = > ? � � @ – y z  

Ó Apply(† <† <† <† < )ú i ˆ y z •  
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����  7 ����  
� � � 
 �� � � 
 �� � � 
 �� � � 
 �  

7.1 � �� �� �� �  

Vigor q A B C � � N � u � ³ ´ � u F G w H I J K (DoS)A ¿ � URL (Universal 
Resource Locator ó ž ³ W� ÷ )x y F G ( ) • A B C r s � � 4 ‹ � • q x í * , —
$ a ¥ å í q L M t � ‰Š n ž ‘ Ê 1 a b � h ê * , q 5 Á � � Internet• þ Ä t ¤ s
%F G À ž ¹ º | q ³ ´ � u t A § ¤ � Á ± , 8 » Y ] < = � � •  

³ ´ � u F G r s u � —‘ R S q F G } c d F G � ö ‘ F G • c d F G 5 ù õ ¹ Â —
…† ž ý × ” • * , , + Internet q � � q 5 Á • „ WAN � � „ ‹ …† q � � t ³ ´ F
G 5 a É � Ã ¹ ‘ R q IP ³ ´ � u Ò « ¬ ­ F , 8 » •  

� ž Ÿ å P q ³ ´ � u = � Ò , 8 + WAN � t IP F G = É � » ³ ´ � u • ® ’ » Ò Ÿ
+ c d F G § ³ ´ F G •  

�  ª ü WAN � � Ä û …† t ³ ´ � u = Y O c d F G � ª ü » ³ ´ � u � Ò « ¬ Á
± , 8 » < = t ¤ = Ò %£ • ® � = ± � ž Ÿ � � a …† WAN � � •  

�  ª ü WAN � � „ ‹ …† t ³ ´ � u = ­ F ³ ´ F G • ª ü » ³ ´ � u R S Ò � �
Ô : ; S 	 t » ³ ´ � u = Ò %£ t ® � ¤ = Ò ± ² + WAN � � • à B ê t ª ü
ž Ÿ ³ ´ � u × WAN � � Y O t ¤ = ¯ � ­ F ³ ´ F G • � • » ³ ´ � u R S Ò
� � Ô : ; S 	 t � » ³ ´ = Ò %£ t ® � Ô Ò ± ² + x í * , • F G � • ª — 7-1
w v •  

 

— 7-1 ³ ´ � u F G r s q F G � •  
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„ ! 5 A B C r s q IP F G • t 5 Á Ì æÅ …ž Ž F G � � t » Ž u � ¬ Ð F G Ü � •
F G Ü � 4 ú � � + µ Ž y ú a Y ] Y ž g q F G J � t é ¹ � � Ž = » • þ � � F G
Ü � • • Ì æ@A ž Ÿ � q Ž þ u = [ \ Ž Ç Ô ; ž Ÿ Ž t § „ F G Ü � • Q ¼ + ä ž
Ÿ Ž t l � ª — 7-2 w v •  

Ž  1       Ž  3 

 

 

 

 

 

 

 Ž  2 

 

 

 

 

— 7-2 F G Ü � Ž q l �  

7.2 A B CA B CA B CA B C � �� �� �� � D ED ED ED E  

ú ; í Q = � Ò ª ç ? � A B C t „ Web ? � � � Ó A B C t • 4 ú • + IP F G t DoS
� URL F G • ˜ ™• Ì æ„ IP F G  > Ž • @• …† � Ë ž Ÿ � � Ž t o l • Ô s %
! 5 ³ ´ F G þ „ � h � � • @A � q F G Ž • DoS A ¿ r s s %Æ^ þ Ê Ç DoS L
M t URL F G � ‰Š n : ; � È � * V q s 0 t ú ‹ � „ É < § Ê • q � Ë •  

F G Ü �  1-1 

F G Ü � 1-2 

F G Ü � 1-3 

      

F G Ü � 2-1 

F G Ü � 2-2 

F G Ü � 2-3 

      

1. @A � q Ž  2. ª ü ³ ´ u # m Ü
� 1-2t õ ö = Q ¼ +
Ž 3 

3. Ž 2 • Ž 1
q ; ž Ÿ Ž  

F G Ü � 3-1 

F G Ü � 3-2 

F G Ü � 3-3 

    . 
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— 7-3 A B C ÷ �  

7.3 IP Filter (IP F GF GF GF G � �� �� �� � ) 

ú ; í Q ç è È o n IP F G r s •  

7.3.1 General Setup(3 43 43 43 4 
 2
 2
 2
 2 ) 

 

— 7-4 � h � �  

Data Filter  
(Ž ± ² ³Ž ± ² ³Ž ± ² ³Ž ± ² ³ ) 

@A Disable(L ML ML ML M )§ Enable(2 �2 �2 �2 � )• ª ü ¡ Ð ù ž Ÿ Ž
� t » r s • 4 @A q •  

Star t Filter  Group 
(
 � ² ³ •
 � ² ³ •
 � ² ³ •
 � ² ³ • ) 

@A F G ! " q Ý ž Ž • „ G • @• q Ž Ì æ  ™? � •  
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7.3.2 Group Table(Q R 9Q R 9Q R 9Q R 9 
 2
 2
 2
 2 ) 

Ó ¡ Ž • @¨ t = x v ú ; i � •  

 
— 7-5 Ž • @? �  

Ó Add(' ´' ´' ´' ´ )ú  Ä ž Ÿ  q Ž • „ Group Name(Ž Û Ó )w Next Group(; ž Ž )�
Comment(� � )Ì • Í O à ’ q ³ • t o l Ó Apply(	 
	 
	 
	 
 )ú ‹ � � � t § Ó Cancel(� ¨ )
ú Ã £ � � •  

 
— 7-6 IP F G @ –  Ä  

Group Name(• p• p• p• p ) Ô Ž u � ž Ÿ Û Ó •  

Next Group Name 
(� � • p� � • p� � • p� � • p ¤¤¤¤ ) 

; ž Ž u v n ³ ´ � u „ � M • Ü � Ž © š i ˆ l ; ž
Ÿ = � © š q IP F G Ü � Ž •  

Comment(µ ¶µ ¶µ ¶µ ¶ ) Ü � Ž � q � � C 5 •  

Ó Apply(	 
	 
	 
	 
 )ú i ˆ � � •  

Ó Edit(R SR SR SR S )ú � 
 IP F G @Î ? � t • Ô s î 
 » Ï Ð q æ� � � •  

 
— 7-7 IP F G @ – w x  
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� � } „ w x ˆ Õ ; 5 Á � s � 
 Ž Û Ì ÷ •  

Ó Apply(	 
	 
	 
	 
 )ú i ˆ � � •  

Ó Delete(ˆ ‰ˆ ‰ˆ ‰ˆ ‰)ú í z IP F G @Î ? � • n Ž � � •  

 

— 7-8 IP F G @ – y z  

� � } ª ü » 5 M „ ‹ Ò u � Ô ! " Ž t p � Ô � s y z » 5 M t z K p � „ � h � �
i � • ‚ ƒ ³ ´ F G r s •  

7.3.3 S TS TS TS T U V WX 
 �U V WX 
 �U V WX 
 �U V WX 
 � (Y Z [ \ 
 2 ] ^Y Z [ \ 
 2 ] ^Y Z [ \ 
 2 ] ^Y Z [ \ 
 2 ] ^ ) 

� •  Ä ž Ž A B C � � Û Ó ° l t ß Ó »  Û Ó ° ¤ G = � t Y O ª ; ? � •

 

Ó ; Add Rule( Ä Ü � )Ó v Â ! F G Ü � � � i � •  
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— 7-9 IP F G ? �  

Source(~ •~ •~ •~ • ) 

IP(~ •~ •~ •~ •  IP) » Ì u � n = Ò » F G Ü � ’ 5 + q ž Ÿ W IP ÷ ð • „
ž Ÿ º | q IP ÷ ð • Ã � ž Ÿ # = “ !”= A § » Ü � Ò
’ 5 + » IP ê ð • ¤ Î á ù Ñ x ÆÇ # NOT•  

Subnet Mask 
(j F G k lj F G k lj F G k lj F G k l ) 

» 5 M Ô W IP u � µ * , � � •  

Por t(~ • ‚~ • ‚~ • ‚~ • ‚ ) » 5 M Ô W IP u � 9 •  

Destination (€ •€ •€ •€ • ) 

IP(~ •~ •~ •~ •  IP) » Ì u � n = Ò » F G Ü � ’ 5 + q ž Ÿ M ¾ IP ÷
ð • „ ž Ÿ º | q IP ÷ ð • Ã � ž Ÿ # = “ !”= 4 A § »
Ü � Ò ’ 5 + » IP ê ð • ¤ Î á ù Ñ x ÆÇ # NOT•  

Subnet Mask 
(j F G k lj F G k lj F G k lj F G k l ) 

» Ì u � n » F G Ü � = � ’ 5 + q M ¾ IP • q µ *
, � � •  

Por t(€ • ‚€ • ‚€ • ‚€ • ‚ ) » 5 M Ô M ¾ IP u � 9 •  

Group Name(• p• p• p• p ) » Û Ó u � n M • Ü � w 3 q Ž •  

Protocol(b }b }b }b } ) » 5 M u � n » F G Ü � Û 5 q S � •  

Direction(· “· “· “· “ ) » 5 M � � n ³ ´ " # q Ê � t Y O ³ ´ � u Ô INt å
P ³ ´ � u Ô OUTt á � —Ÿ Ê � Ô Any•  

Fragement(¸ ¹¸ ¹¸ ¹¸ ¹ ) u � n ž Ÿ ¸ Q p q ³ ´ � u ] Ô • ¡ ª ; � Ÿ @5 •  

º |º |º |º | (((( u � n „ » F G Ü � • û ¡ Q p @5 •   

» ¼ ¹» ¼ ¹» ¼ ¹» ¼ ¹ (((( = G Ü � ’ 5 + • Q p q ³ ´ � u •  

¼ ¹¼ ¹¼ ¹¼ ¹ (((( = G Ü � ’ 5 + Q p q ³ ´ � u •  

Action(2 �2 �2 �2 � ) @G 5 M ú ! 5 » r s •  
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Block or  Pass 
(• ž ½• ž ½• ž ½• ž ½ ¾¾¾¾ ²²²² ) 

u � n ¸ # m Ü � q ³ ´ � u = � Ò � q ÆÇ • ¡ ª ;
� Ÿ @5 •  

• ž• ž• ž• ž (((( # m » Ü � q ³ ´ � u = Ò † q %£ •  

¾¾¾¾ ²²²² (((( # m » Ü � q ³ ´ � u = 4 † q ~ F •  

¿ À Á Â¿ À Á Â¿ À Á Â¿ À Á Â Ã ÄÃ ÄÃ ÄÃ Ä Å • žÅ • žÅ • žÅ • ž (((( ž Ÿ # m M • Ü � t Ø � # m Y
ž g Ó Ô Ü � q ³ ´ � u = Ò %£ •  

¿ À Á Â¿ À Á Â¿ À Á Â¿ À Á Â Ã ÄÃ ÄÃ ÄÃ Ä ÅÅÅÅ ¾¾¾¾ ²²²² (((( ž Ÿ # m M • Ü � t Ø � # m Y
ž g Ó Ô Ü � q ³ ´ � u � 4 ~ F •  

Next Group Name 
(� � • p� � • p� � • p� � • p ) 

@A ; ž Ÿ Ü � Ž q Û Ó • ª ü • „ ¡ : ; § ­ F ¨ •
@A n ¿ À Á Â¿ À Á Â¿ À Á Â¿ À Á Â Ã ÄÃ ÄÃ ÄÃ Ä Å • žÅ • žÅ • žÅ • ž § ¿ À Á Â¿ À Á Â¿ À Á Â¿ À Á Â Ã ÄÃ ÄÃ ÄÃ Ä ÅÅÅÅ Æ²Æ²Æ²Æ² ÇÇÇÇ  ³
´ � u = „ ; ž Ÿ Ž • | [ \ Ü � Y ] © š • ã • ª ü
• @A n • ž• ž• ž• ž § Æ²Æ²Æ²Æ² t » � � = Ò Õ 2 •  

7.4 DoS(H I J K L M �H I J K L M �H I J K L M �H I J K L M � ���� ) 

DoS A ¿ r s Q R • Æ^ þ Ê Ç DoS L M t L M u v Ö û R S q L M � × · L M • Ö û
R S q L M Â —Ø Ù • Ž ó q ³ Wt Ø × · L M _ —­ F L M S � § Ç † Ž ó q × · ú
Û Ž ó Ú Û •  

 

— 7-10 DoS ÷ �  

Ó DoS 5 M t = x v ú ; i � •  
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— 7-11 DoS � �  

DoS A ¿ ô • ‘ L M Ü = ³ ´ _ ¬ & D ž Ÿ Y O q ³ ´ � u t æç 4 s Û 
 | ” • • q
N ô Ú Û q ³ ´ � u = Ò : ; t DoS A ¿ ô � A � N � ] Ô t æç Ý B DoS ? � q Þ Ñ
� @’ = Ò ß ˜ P a t Ž ó = ] ] à ’ q A ¿ r s ú Ê Ç L M •  

; � = î ç è ê � z ª ç ’ 5 Web ? � ( ) a � � DoS A ¿ t é • IP F G q µ r s t
¦ ¡ 15 ‘ A ¿ r s 4 ’ 5 ù DoS A ¿ � � • DoS A ¿ r s   � à • ‚ ƒ q • G å t ž
" DoS A ¿ r s Ò ! 5 t „ n ¹ r s • � „ q threshold � timeout   � à Ò Q � � � Ô
D ¢ � D 10 ¢ ¡ 300 ³ ´ � u t ¸ DoS A ¿ r s • D Ÿ 5 M q é à > E ª ; w v •  

DoS Defense(DoSÈ ÉÈ ÉÈ ÉÈ É ) @A Enable(2222 3333 )ú ! 5 DoS A ¿ r s •   

Enable SYN flood 
defense 
(2 �2 �2 �2 � SYN flood È ÉÈ ÉÈ ÉÈ É ) 

á @» â � Ê ñ ú ! 5 SYN flood A ¿ r s • ª ü a ¥
Internet q TCP SYN ³ ´ � u ö 5 k F 5 Á � « q ã 	
à t , 8 » = „ 5 Á � « q timeout  � × � æ � %£ l
! q TCP SYN ³ ´ � u • ¤ q N � M ¾ • ‹ � , 8 » t
A § õ ¹ Â —Ø Ù , 8 » ¡ b ³ Wq TCP SYN ³ ´ �
u • threshold � timeout q   � à Q � Ô D ¢ � D 10 ¢
¡ 300 ³ ´ � u •  

Enable UDP flood 
defense 
(2 �2 �2 �2 � UDP flood È ÉÈ ÉÈ ÉÈ É ) 

á @» â � Ê ñ ú ! 5 UDP flood A ¿ r s • ž " a ¥
Internet q UDP ³ ´ � u k F 5 Á � « q ã 	 à t , 8
» = „ 5 Á � « q timeout  � × � %£ w ¡ l ! q
TCP SYN ³ ´ � u • threshold � timeout q   � à Ò Q
� � � D ¢ � D 10 ¢ ¡ 300 ³ ´ � u •   

Enable ICMP flood 
defense 
(2 �2 �2 �2 � ICMP flood ÈÈÈÈ
ÉÉÉÉ ) 

á @» â � Ê ñ ú ! 5 ICMP flood A ¿ r s • | UDP 
flood A ¿ r s R ¬ t ž " a ¥ Internet q ICMP echo ß
� k F 5 Á � « q ã 	 à (  � à • 300 ³ ´ � u D
¢ )t , 8 » = „ ž œ� � • (  � • 10 ¢ )% £ a ¥
Internet q ICMP echo ß � •  

Enable Por t Scan 
defense 

á @G â � Ê ñ ú ! 5 Port Scan detection r s • 9 ä >
L M ± � � t ­ F ± ² u � � á 9 = q ³ ´ � u å _ ä
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(2 �2 �2 �2 � Port Scan 
detection) 

> 4 5 q J K t � ž Ÿ 9 = u ’ � @z » J K 4 5 •  �
¬ & G R æ^ ] Ô t ß „ • q , 8 » • á @â � Ê ñ ú
! 5 Port Scan detection r s • ª ü 9 ä > X ‡ (³ ´ �
u D ¢ )k F 5 Á � « q ã 	 à t , 8 » = ç � G L M þ
ß ˜ ž Ÿ è ˜ ³ • • , 8 » � � ã 	 à   � Ô D ¢ 300
³ ´ � u t ú Æ^ é ‘ ä > L " •  

Block IP Option 
(• ž• ž• ž• ž IP � x� x� x� x ) 

á @G â � Ê ñ ú ! 5 : ; IP @5 r s • , 8 » = Õ 2
æç IP @5 • P O „ ³ ´ � u ™q IP ³ ´ � u • IP @
5 Ô N ô ‰Š n ž ‘ ± ² n ¹ � � ³ • q Ê 1 t é ª 

| 6 w Q * w TCC(� ƒ 5 Á Ž )• ö w ž � Z Internet ÷
ð � , 8 ³ • • å í 4 ú Q r G ³ • ú b È •   ¡ * ,
q ç è K @•  

Block Land(• ž• ž• ž• ž
Land) 

á @G â � Ê ñ ú × � , 8 » ê ¿ Land L M • Land L
M = � m n SYN L M Ý Þ | IP ë ì t � ž Ÿ L M ° ±
² u � õ ¹ $ í ° q à á a W÷ ð � M ¾ ÷ ð ú € 9 =
ë ì q SYN ³ ´ � u � t Land L M Ô ± � n •  

Block Smurf 
(• ž• ž• ž• ž )Smurf 

á @G â � Ê ñ ú ! 5 : ; Smurf r s t , 8 » = H I
æç M ¾ ÷ ð • – J ÷ ð q ICMP echo ß � •  

Block trace router  
(• ž• ž• ž• ž trace route) 

á @G â � Ê ñ ú ! 5 G r s t , 8 » = � ( Ÿ ± æç
î ï , 8 q ³ ´ � u •  

Block SYN fragment 
(• ž• ž• ž• ž SYN ¸ ¹¸ ¹¸ ¹¸ ¹ ) 

á @G â � Ê ñ ú ! 5 : ; SYN Q p r s t æç u �
SYN ¾ D ú € î Ð Q œ÷ ¥ (MF)� � q ³ ´ � u = Ò
%£ •  

Block Fraggle Attack 
(• ž• ž• ž• ž Fraggle Ê ËÊ ËÊ ËÊ Ë ) 

á @G â � Ê ñ ú ! 5 : ; fraggleL M r s t æç a ¥
Internet q – J UDP ³ ´ � u = Ò : ; •  

Block TCP flag scan 
(• ž• ž• ž• ž TCP flag scan) 

á @G â � Ê ñ ú ! 5 : ; TCP flag scan r s t æç u
� Þ Ñ ¾ D � � q TCP ³ ´ � u = Ò %£ • õ ¹ ä > L
" u v no flag scanw FIN without ACK scanw SYN FIN 
scanw  Xmas scan ú € full Xmas scan•  

Block Tear Drop 
(• ž• ž• ž• ž Tear Drop) 

á @G â � Ê ñ ú ! 5 : ; Tear Drop r s t L M ° �
ˆ ž Ž • IP p ' t é ¹ IP p ' q ð í Ì ÷ ñ G � ò •
� é ¹ IP p ' + E M ¾ N ô Y ] � Ž q � � t n ¹ Ž ó
Ô ( ó ô w � À § �  ! " • , 8 » = : ; æç 2 O G
L M L " q ³ ´ � u •  

Block Ping of Death 
(• ž• ž• ž• ž Ping of Death) 

á @G â � Ê ñ ú ! 5 : ; Ping of Death r s t � � 4
+ k F Ï F ë ‡ q ICMP ³ ´ � u � t � Ð ô » ’ ( ó
ô • � õ —G R L M t , 8 » Ò � > Ô ¡ s 0 %£ æç
ë ‡ k F 1024 ÷ ¥ Ž q Q œ ICMP ³ ´ � u •  

Block ICMP fragment 
(• ž• ž• ž• ž  ICMP 
fragment) 

á @G â � Ê ñ ú ! 5 : ; ICMP fragment r s t æç
u � î Ð Q œ÷ ¥ � � q ICMP ³ ´ � u = Ò %£ •  
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Block Unknown 
Protocol 
(• ž• ž• ž• ž Unknown 
Protocol) 

á @G â � Ê ñ ú ! 5 : ; Unknown Protocol r s t  ê
ö q ³ ´ � u ¡ ž Ÿ S � ” • 5 ú u P ‡ Ô ð ] q S T
R S • ã • M • F ù 100 q S T R S • ‹ j q Ä û ¡ Ò
� « P a t õ G , 8 » ’ » ¡ s 0 Æ^ þ H I G R ³ ´
� u •  

Ó ’ 5 ú i ˆ » � � •  

7.5 URL(F G �F G �F G �F G � ���� ) 

7.5.1 � �� �� �� �  

Internet u � – m q ³ Wt [ y ž ¹ ³ W4 s • L M 6 q t „ n ¹ î Ê þ � • Ý 1 q • �
÷ N ó q « � t Internet û ¡ æç z x q ( ) a * ¼ � ù URL � Z § x y q ³ W• URL
x y F G Ž ó Ò ` Ô ž ‘ ( ) t ¤ Ô n b � � � ž ¹ º | q ³ Wt = ‰Š Î á ù ø � *
¼ q * , Æ� • ­ F ù � ž Ÿ V · Ô ¡ † â ú û q ¨ t þ H I Y ¤ x v „ 5 Á q U ¯ Ï
Ð ‡ t URL x y F G ( ) 4 ú Ò 5 a A § � Ë • + ž ¹ \ � q ü ý â Ô • ¡ † â ú û
q ¨ ³ W• „ : § � � Ê � t URL x y F G ( ) þ � ¥ " ! \ Õ q a R � � � t \ � H
I � y É � P � ˆ â ~ D t URL x y F G ( ) � Ò Â † 5 a A § � ( � � | ( Ç } ‚ q
§ Ò â Ô • � È � q Internet ³ W•   

URL x y F G é Ÿ Û Ó a ¥ ¬ & URL � Z q x y t N ó q A B C ¬ & ³ ´ � u ” • �
ù N � TCP/IPt Ø URL x y F G ¬ & URL � Z § TCP/IP ³ ´ � u q - . • „ , 8 »
• t URL x y F G ( ) ¬ & URL � Z � ž ¹ Ž „ TCP ³ ´ � u - . • q HTTP ³ ´ •  

7.5.2 URL _ ` U V a (_ ` U V a (_ ` U V a (_ ` U V a (  

 

— 7-12 URL F G 2 �  

é ž Ž • q { z 
 | , 8 » • q URL x y F G ( ) • ‘ ‚ 	 � • @¬ & × x í ± � q
HTTPß � • q D Ÿ URL � Z • ª ü l Ÿ § í Q URL � Z (é ª t  http://www.draytek.com 
ª — 7-12 w v ) # m æ � ! 5 q ‚ 	 � t | ¤ ‚ ½ q HTTP ß � = Ò , 8 » : ; • æç
å _ ¬ ¤ � � Ú � q ß � ’ = Ò Ž ó %£ •    

URL x y F G ( ) A § 5 Á � � � È � q web V · t ¤ � q URL � Z Ò ç � Ô L § �
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� q •  � � „ • � � ž Ÿ web i � ° • t • Ì æ˜ ™� z • q � � » q Cachet ú a
URL x y F G ( ) s Œá ê ( Ç •  

7.5.3 URL _ ` U V / �_ ` U V / �_ ` U V / �_ ` U V / �  

ú ; í Q � Ò n 5 ù � � URL x y F G ( ) q web ? � t u v º | q ? � ³ • � ¤ �
) ¡ q æç b � •  

, 8 » ¼ ½ q URL x y F G ( ) 8 URL � � � � w IP ÷ ð � � � � wb � WEB r s w
� å * , R � w � F G � � @r s Ž ˆ • URL � � � � q M ¾ • � � � � web V · q
÷ R t Ê 1 • • ‘ 5 Á � « q ‚ 	 � ¬ & URL � Z � b � * , r s • � : ; • Ž „ Web
i � • q � � Ú � t é ª Java Appletw Active Xw Cookiesw Ú � e J » w � 	 g � 4 ]
] g • Ô n � � Û 5 z { t ¤ � s : ; w ¡ × Web i � ; . q Ð « � g •  

IP ÷ ð � � � � é Ÿ r s Ò 5 a A § õ ¹ � ¹ � q V · t 4 ú ­ F „ URL ÷ ð Ì • ¯ �
Û 5 IP ÷ ð � � t � Û ¤ � q URL � Z 
 ? 5 Á � « q ‚ 	 � • � å * , R � é Ÿ r
s « ¬ � � � u � n ž Ÿ Ž q N ô � $ URL � � � � q b � • é Ÿ Ž q N ô 4 ú � «
Ô ž Ž IP ÷ ð § µ * • Ï l , 8 » ¼ ½ F G � � @r s ú � � � ö � � ’ » ] URL x
y F G ( ) t O „ ß � ! Ï f D Ÿ 5 M 5 1 q ) � � z •  

 

— 7-13 URL F G  

@A URL F G œË t = x v ú ; i � •  



Vigor 3300 ���
	���
��  

 94

 

— 7-14 URL F G  – URL � � � �  

URL Access Control (URL � '� '� '� ' $ %$ %$ %$ % � �� �� �� � ) 

Access Control by Keyword(Æ²Æ²Æ²Æ² L Ì Í Î ÏL Ì Í Î ÏL Ì Í Î ÏL Ì Í Î Ï � .� .� .� . / 0/ 0/ 0/ 0 ) 

Keyword(L Ì ÍL Ì ÍL Ì ÍL Ì Í ) ‚ 	 � 4 ú • ž Ÿ Û 
 t Û 
 q ž í Q t § ž Ÿ i l q
URL � Z • „ ž Ÿ � ´ • q Ð Ÿ ‚ 	 � 8 ÆÎ t � = §
Q = Y ] Q * • D Ÿ � ´ q Ï F ë ‡ • 32 Ÿ � ¥ • u �
k ‚ 	 � l t ª ü web V · q l Ÿ § í Q URL � Z 

? æ� ž Ÿ 5 Á � « q ‚ 	 � t , 8 » ’ = H I ¸ ¤ �
q � � ÷ R • Ì æ � � � q • t : ; ‚ 	 � • @` é ê t
, 8 » q ¶ ò = î 3 •  

Keyword L ist 
(L Ì Í " �L Ì Í " �L Ì Í " �L Ì Í " � ) 

u � D Ÿ ‚ 	 � � ´ q Ž • @•  

Block Direct IP Web Access(Ð � ™�Ð � ™�Ð � ™�Ð � ™� IP Ñ ÒÑ ÒÑ ÒÑ Ò F ÓF ÓF ÓF Ó ) 

Block Direct IP Web 
Access 
(Ð � ™�Ð � ™�Ð � ™�Ð � ™� IPÑ ÒÑ ÒÑ ÒÑ Ò F ÓF ÓF ÓF Ó ) 

á @â � Ê ñ ú ! 5 » r s t ¤ = H I æç ¯ � Û 5 IP
÷ ð Y ] * , � � q L " •  

Exception L ist(Ô Õ " �Ô Õ " �Ô Õ " �Ô Õ " � ) 

Enable Exception L ist 
(Ö × Ô ÕÖ × Ô ÕÖ × Ô ÕÖ × Ô Õ " �" �" �" � ) 

5 a u � ž ¹ º | q IP ê ð § µ * t ú a ¤ � � $ URL 
� �� �� �� � � �� �� �� � q b � • 5 Á Ì æá ‡ G â � Ê ñ ú ! 5 » r
s •   

IP Address (IP ! �! �! �! � ) u = ž Ÿ IP ÷ ð •  

Subnet Mask 
(j F G k lj F G k lj F G k lj F G k l ) 

u = ž Ÿ µ * , � � à •  

Exception L ist u � D Ÿ IP ÷ ð q Ž • @•  
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(Ô ÕÔ ÕÔ ÕÔ Õ IP " �" �" �" � ) 

� �  – ª ü • ˆ � F G æç URL � Z u � “sex” t  “ fuck” t  “gun” t  §  “drug”q web
V · t • ’ » = é ¹ ‚ 	 �  Ä + � ´ • • w ú t ª ü web V · ‚ ½ q URL �
Z • u � æç ž Ÿ • @• q ‚ 	 � t Ž ó ’ = ¥ " H I ¸ ¤ � q � � • º Ö 5 Á
å _ � � www.backdoor.net/images/sex /p_386.html q K @t , 8 » = ' Â G �
� t õ Ô » V · • Ò L § q • ã • t 5 Á 4 ú � � web V ·  
www.backdoor.net/firewall/forum/d_123.html. G å t URL x y F G ( ) � « ¬ •
„ : ; ‚ 	 � • @• u � ž Ÿ i l q URL � Z (é ª t “www.whitehouse.com” �  
“www.hotmail.com”)§ URL � Z q ž í Q (é ª t  “yahoo.com”)• õ G t , 8 »
= ç � Ò L § q URL þ ­ F : ' à ’ q � � a Ô é ¹ web V · ] ] : ; " Ç •  
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SurfControl � �� �� �� �  

 

Access Control by Category (Æ² ` a Î Ï � . / 0Æ² ` a Î Ï � . / 0Æ² ` a Î Ï � . / 0Æ² ` a Î Ï � . / 0 ) 

CPA Server   
(CPA � � �� � �� � �� � � ) 

@A Disable(‚ ƒ )§ Enable(! 5 )•  

Select a CPA Server  
(� ? � Ø� ? � Ø� ? � Ø� ? � Ø CPA � � �� � �� � �� � � ) 

@A ž Ÿ r s  ö Û Ó Ç Ô CPA e J » •  

Permitted Categor ies 
list 
(Ö × ¼ ` " �Ö × ¼ ` " �Ö × ¼ ` " �Ö × ¼ ` " � ) 

¤ x v n ž Ÿ a ¥ @� q CPA e J » q 4 s q R � • é
¹ R � • ž ¯ � ¬ � � q •  

Forbidden Categor ies 
L ist (Ù Ð � • ¼ ` "Ù Ð � • ¼ ` "Ù Ð � • ¼ ` "Ù Ð � • ¼ ` "
���� ) 

é ¹ @� q R � • ž ¯ L § � � q •  

URL u = ž Ÿ URL r s  ö Û Ó •  

Option(� x� x� x� x ) ¡ —Ÿ @5 Ô “H I ”§ “« ¬ ” •  

Ô Õ •Ô Õ •Ô Õ •Ô Õ • URL " �" �" �" �  ‚ ù D Ÿ URL g � q Ž • � •  

Restrict Web Feature(( ) 	 
 * +( ) 	 
 * +( ) 	 
 * +( ) 	 
 * + � �� �� �� � ) 

‰Š ‹ � ô � ú L § × web i � ; . � � Ú � = • � ¡ $ à q t é ¹ � � Ú � 4 s � O
„ n ¹ 4 ] ] ø � • t é ª ActiveXw Java Appletw � � � w � 	 
 � w � � 
 � � � �
� � •  ª ü ¤ � „ ‹ × * V ‡ Ò ; . ; a t = ( ¸ 5 Á q Ž ó s a � � t é ª t ActiveX
ø � 4 ú × WEB i � Ò ; . � ÆÇ t ª ü » ActiveX ø � h � � „ n ¹ � � Ú � t ¤ 4
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s ( ‹ ¡ ¸ 5 Á q Ž ó � $ b q � � ÷ R •  

 

— 7-15 URL F G  – ? � * , º ª  

Java á @â � Ê ñ ú ! 5 : ; Javaø � ( ) t , 8 » = %£ a ¥
Internet q Java ¸ � •  

ActiveX á @â � Ê ñ ú ! 5 : ; ActiveX ø � ( ) • æç a ¥ Internet q
ActiveX ø � = Ò H I •  

Compressed File 
(Ú Û BÚ Û BÚ Û BÚ Û B ) 

¡ ž Ÿ â � Ê ñ 4 ú 5 a @A ! 5 : ; � 	 g r s t ¤ s A § n
¹ â ; . æç � 	 g • ú ; • @x v n 4 ú Ò , 8 » : ; q � 	
g R S }   

.zi� w  .ra�w  .ar�w  .ac� w  .cabw  .sit  

� ! 5 » r s t á @â � Ê ñ t � 4 ! 5 » r s •  

Cookie á @â � Ê ñ ú ! 5 : ; CookieN � •   

, 8 » = F G À a ¥ æç * V q cookie•  

Execution Files 
(‹‹‹‹ Ü Ï BÜ Ï BÜ Ï BÜ Ï B ) 

| ‡ � q r s R ¬ t á @â � Ê ñ ú ! 5 : ; ] ] g r s t × Ø
H I æç × Internet ; . ] ] g q ] Ô • � ! 5 » r s t ß á @â
� Ê ñ • , 8 » = : ; ¡ ú ; j g Û ê g }   

.exew  .comw .scrw  .pif w  .basw  .batw  .infw  .reg  

ž Ÿ NetscapeG O q w � q cookie º 6 « ¬ • � : � ` HTTP q
D Ÿ � # q ß � � M ’ ] Ô • ¬ Ð web V · 5 ¤ � a Å …¡ � 	
ê � # t ú a s î ï Internet 5 Á • ã é ï = ( Ÿ   5 Á q •   t
õ G , 8 » ‰Š n Cookies � � � � t « ¬ • F G cookieN � • á
ï ê t , 8 » � « ¬ • F G À w ¡ | Ú � à ‚ q N � t ú ¼ ½ î
× q 
 | •  

Proxy 
(Ý Þ � � �Ý Þ � � �Ý Þ � � �Ý Þ � � � ) 

á @â � Ê ñ ú ! 5 : ; Ú � e J » N � •   

, 8 » = F G À a ¥ æç * V q Ú � e J » •   

Multimedia 
File(ßßßß à 5à 5à 5à 5 ) 

á @â � Ê ñ ú ! 5 : ; Ð « � N � •   

, 8 » = F G À a ¥ æç * V q Ð « � •  

 



Vigor 3300 ���
	���
��  

 98

Filter Schedule(, - . / 0 � �, - . / 0 � �, - . / 0 � �, - . / 0 � � ) 

u � ç � ] ] URL x y F G ( ) •  

 

— 7-16 URL F G  – F G � �  

Always Block 
(á â • žá â • žá â • žá â • ž ) 

@A » � � ú a URL x y F G ( ) s „ æç � � ] ] •  

Block only at 
(ã k lã k lã k lã k l ääää ) 

u � ž € y ¹ � q ž œ� �  - × H1:M1 + H2:M2• H1 � H2
Ú @� � t M1 � M2 Ú @Q U •  

Day of Week 
() å ; A) å ; A) å ; A) å ; A ) 

u � ž ¾ � y Ã f € ’ » ’ 5 URL x y F G ( ) • , 8 » ¼
½ —Ÿ Å � q @5 t � Ô • D € � ž ¾ y q n f € • ª ü •
� � URL x y F G ( ) l ¾ ’ ! 5 t • ’ » á @¡ D € ¨ â
� Ê ñ • ® � t • ’ » z á u � ž ¾ • ¡ Ã f € • é ª t ª
ü • ˆ � URL x y F G ( ) ×  ž +  � ( Ç t õ ö • ’ »
@� m ¹ q â � Ê ñ (!  ž w !  � � !  � )• ž ¾ " ; ,
µ • URL x y F G ( ) = � ð Ç •   � à × 8:00 + 18:00t
!  ž + !  # •  

7.5.4 b c d eb c d eb c d eb c d e  

� ž Ÿ HTTP ß � Ò H I t • q � � » = x v  ž Ÿ è ˜ i � t ª ; —w v •  
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— 7-17 è ˜ ³ •  
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����  8 ����  
QoS 
 �
 �
 �
 �  

8.1 � �� �� �� �  

Vigor3300 Ž • , 8 » q QoS
 Quality of Service
 r s t « ¬ * , � � ° „ • ‘ R S q
* , ~ Ü y � � ê A � w Q r � Q ? * , z { • õ G t � � # Õ = � ( $ * , � � § [
\ q K ‚ 	 ’ 5 # � t u t � ª g N � t à © ° ; t ª ü û ¡ QoS � � r s t ¡ b q z
{ ³ WÔ } 1 Q ? € * , § e J » t a ¼ ½ õ ¹ � � � ‚ 	 6 q * , ’ 5 # Õ ŒÑ ð Ç
÷ • VoIP(Voice over IP)� � ‡ $ %’ 5 # Õ Î • õ G t p � à Ü QoS r s = • * , &
“ ‡ q ž Ÿ � � ' · • G å t „ � > Vigor3300 Ž • , 8 » q QoS r s � � ˆ Ž � t p
� „ ‹ º Ö = ¼ ½ DSCP(Differentiated Service Code Point)r s q Ú � Å O •  

h Ñ ï ç è � z n QoS r s t ú € „ N r s @y ª ç ? � QoS r s q ) � è ï •  

Vigor3300 Ž • , 8 » q QoS r s q N O � N P r s • ö † q t � Ô • � t 5 Á 4 ú ¥
8 ? � N O § N P Ø � Ì þ ( P O � ž •  

 

— 8-1 QoS r s  

8.2 Imcoming/Outgoing Class Setup(N ON ON ON O /N P Q R �N P Q R �N P Q R �N P Q R �
���� ) 

» í Q > E n ª ç ? � N O /N P Q R •  
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— 8-2 Q R ? �  

Disable/Enable Ó Enable(2 32 32 32 3 )§ ° Disable(L ML ML ML M )QoS r s •  

Index(Ÿ  Ÿ  Ÿ  Ÿ   ) D Ÿ Q R q ¤ G = •  

Class Name(` p` p` p` p ) ) * D Ÿ Q R ž Ÿ Û � •  

Bandwidth(° æ° æ° æ° æ ) ž Ÿ + Q © ö � •  

‰Š n Ï Ð 8 Ÿ Q R 4 ú � � • w ¡ Q R q z { , � Ì æÔ 100%• Ý 1 � 7 Q R ° å q
" ‚ z { Q ? € Ý 8 Q R (other)t ú a ‹ 
 , � Ô 100%• ß Ó ’ 5 Ó v ‹ � � � •  

8.3 Incoming/Outgoing Class Filter (N ON ON ON O /N P Q R F GN P Q R F GN P Q R F GN P Q R F G
� �� �� �� � ) 

> E ª ; }  
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— 8-3 Q R F G ? �  

5 Á 4 ú Ó Edit(R SR SR SR S )Ó v a w x ’ 5 - » Q R q F G ý � t Ó Edit(R SR SR SR S )Ó v t = Y O
w x i � •  
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— 8-4 Q R F G w x  

Source IP(~ •~ •~ •~ • IP) a W IP ê ð 
 � µ * , � � 
 •  

Destination IP(€ •€ •€ •€ • IP) M q IP ÷ ð 
 � µ * , � � 
 •  

Service Type Status 
(� ¡ ` a � �� ¡ ` a � �� ¡ ` a � �� ¡ ` a � � ) 

¡ 3 ‘ @5 Š @A }  

Basic(� h ) - 5 Á 4 ú ? � ¡ J K R S ¨ 5 •  

Advanced(3 % ) - 5 Á 4 ú ? � ¡ S � ¨ w ¡ 9 ¨ 5 •  

None(} ) - 5 Á } � ? � •  

Service Type(� ¡ ` a� ¡ ` a� ¡ ` a� ¡ ` a ) ¼ ½ k F 35 ‘ R S • ß Ó * i Y ] � � •  

Protocol(b }b }b }b } ) ¼ ½ 3 ‘ R S S � t u v } TCPt UDPt TCP/UDP•  

Por t(‚‚‚‚ ) 9 = •  

DiffServ CodePoint Status 
(DiffServ CodePoint � �� �� �� � ) 

¡ 3 ‘ @5 t ª ; }  

Basic(� h )-5 Á 4 ú ? � ¡ DiffServ CodePoint � 	 ¨
5 �  

Advanced(3 % )-5 Á 4 ú ? � ¡ DiffServ CodePoint”5 �  

None(} )-5 Á } � ? � •  

DiffServ CodePoint Type 
(DiffServ CodePoint ` a` a` a` a ) 

¼ ½ k F 21 ‘ R S t µ @ 10-5•  

DiffServ CodePoint . / Y ÷ ö � •  

Class(`̀̀̀ ) @A ž Ÿ Q R ú a Û 5 é ¹ F G ý � •  



°»×·³

QoS Â²Ã  

 105 

 

— 8-5 DiffServ CodePoint R S @ 

ß Ó Apply(	 
	 
	 
	 
 )Ó v ‹ � � � •  
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����  9 ����  
VPN(� � � � � �� � � � � �� � � � � �� � � � � � )� �  � �  � �  � �  ! "! "! "! " 
 �
 �
 �
 �  

9.1 � �� �� �� �  

š › œ5 * , • ­ F Internet ¸ œ5 * , q 0 £ t VPN Û • s %„ ‚ ¨ * ‡ ˆ › · ¸ ·
q œ5 * , � � Y ] ³ ´ N � •  

VPN � � R S Q Ô —‘ } 
 , 5 Á � � VPN � ” • * , + ” • * , VPN(LAN-to-LAN 
VPN)• ¡ 
 , 5 Á � � ¨ « ¬ 
 , 5 Á (NAT , 8 » § U ¯ )­ F Internet < O + VPN
, 8 » ú � � » , 8 » l q * , ³ W� LAN-to-LAN VPN � 5 a � � —Ÿ ö † q * , ú
¦ 5 * , ³ W• � ª t , ‚ ƒ q * , 4 ú � � Q ‚ ƒ q * , t B ° X o •  

Vigor 3300 Ž • { z 
 | , 8 » Ò 5 q VPN Ý Þ 1 2  Internet ( † ¾ ¿ t ‰Š 5 Á ~ 5
q VPN È É Ê Ë t � ª Internet 
 | S T 
 IPSec
 • M • �  Vigor 3300t Vigor3300V
, 8 » ‰Š ¼ ½ G ‘ r s •  

IPSec • IP * , q 
 | � Ž t IPSec ‰Š IP Ô q 
 | J K t 5 Á 4 ú @A 
 | S � t É
� � � 3 4 1 ú € Å O æ� q 
 | � º a 2 O IPsec 
 | J K • IPSec 4 ú 5 a ‹ � N ô
° � q ž Ÿ § Ð Ÿ ¡ , : ¨ t � 4 ú 5 a ‹ � Ð Ÿ N ô ° � q ¡ , : ¨ t á ï ¼ ½ ¸ N
ô � � Í ° � q , : ‹ � •  

IPSec J K s %‰Š u v � � � � w } � � Ê Õ ³ ´ i l 6 w ³ ´ Wâ 
 w 5 � J (replay)
‹ � (� • i l 6 (sequence integrity)q ž Ÿ Ž ˆ í Q )w‹ � 6 � ¡ b N � " ‹ � 6 „ x q
J K • é ¹ M ¾ ’ • ­ F —Ÿ N � 
 | S T  - ™í â 
 (AH)w � � 
 | - . (ESP)ú €
­ F � º � � F # � S T q Û 5 a i ˆ q •  

Vigor3300 Ž • ¼ ½ ESP Tunnel ˆ Õ t Û 5 IKE Y ] � º � � • Internet � º Y c S T
(IKE)t • IPSec � Ž � • y ž Ÿ � � q S � t 8 Oakleyw SKEME q ž í Q • ˆ q 6 m
S T t | ISAKMP ½ m Û 5 ú û ü ISAKMP w � q � º t ú € � ˆ IPsec DOI q  AH
� ESP 
 | ‚ ½ •  
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— 9-1 VPN 

VPN r s @€ 5 Á ‰Š n —‘ @A • p � = „ ; � q í Q Y ] ç è � Ò •  

9.2 IPSec ���� ����  

9.2.1 Policy Table(f g 9f g 9f g 9f g 9 
 2
 2
 2
 2 ) 

 

— 9-2 VPN 1 2 @ 

� …†  VPN IPsec 1 2 t ß 7 Þ Ó VPN >>IPSec>>Policy Tablet ª ; —•  
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— 9-3 VPN 1 2 @ 

—y ¡ ù Ÿ Ó v  – 

Refresh(& '& '& '& ' ) Ó G Ó v ú î  l Ÿ i � ³ • •  

Edit(R SR SR SR S ) Ó G Ó v ú � � ž Ÿ 1 2 •  

Delete(ˆ ‰ˆ ‰ˆ ‰ˆ ‰) Ó G Ó v ú y z „ � � q 1 2 •  

Delete All(d ‡ ˆ ‰d ‡ ˆ ‰d ‡ ˆ ‰d ‡ ˆ ‰) Ó G Ó v ú y z | í 1 2 •  

ß @A ž Ÿ g � t Ó w x ú Å …ž Ÿ  q IPSec ~ Í t ª — 8-8•  

Default(1 �1 �1 �1 � ���� ���� ) 

 

— 9-4 IPSec ~ Í � �  



Vigor 3300 ���
	���
��  

 110 

 

Basic(ç u ; Aç u ; Aç u ; Aç u ; A ) 

Name(p ¤p ¤p ¤p ¤ ) VPN � � q ¾ ç Û Ó t � ª ¡ VPN1¨ • G Û Ó ¸ ù w
¡ q VPN 1 2 a � Ì æö º � ž q t Ï F ë ‡ Ô 20 Ÿ
� ¥ t � s u � Æ� ¥ •  

Authentication(s ts ts ts t ) @A ž Ÿ â 
 @5 •   ¦ 5 � º § RSA 9 Û •  

Preshared Key(V ¦ �V ¦ �V ¦ �V ¦ �
q §q §q §q § ) 

u � ž Ÿ ¦ 5 � º Y ] —, q â 
 • » � º � s u � æ
ç Æ� ¥ t Ï F ë ‡ Ô 40 Ÿ � ¥ •  

Secur ity Protocol 
(è d b }è d b }è d b }è d b } ) 

M • q ~ h � ¼ 8 ESP• ESP ö ‘ = Ò Å � � â 
 t p
� ¼ ½ DESw 3DESw AES 3 ‘ Å � Ê 1 ú € � Å � •  

Admin Status 
(éééé Þ � �Þ � �Þ � �Þ � � ) 

� � � � � 	 • ª ü � � Ô Enable(! 5 )t G 1 2 = Ò
! 5 þ Î T 
 , ± � IKE S …€ x v � � g � (log)• @
A Disable(‚ ƒ )� » 1 2 Ò ¦ § Û 5 t @A � � ê ë� � ê ë� � ê ë� � ê ë �
VPN = ( ¥ " � � •  

…T Û 5 ¡ � � ê ë� � ê ë� � ê ë� � ê ë ¨ ú ‹ 8 VPN tunnel „ ž ¯ � ‡ •  

Local Gateway(u ! m nu ! m nu ! m nu ! m n ) 

WAN Inter face (WAN 
� �� �� �� � ) 

@A ž Ÿ WAN � � •  

Local Cer tificate 
(u ! t ìu ! t ìu ! t ìu ! t ì ) 

ª ü „ ¡ â 
 ¨ @5 J @A n ¡ RSA 9 Û ¨ t � 4 ú „
G J Y ] @A t [ y q @5 a ¥ ù 5 Á q 
 : g •  

Secur ity Gateway 
(è d m nè d m nè d m nè d m n ) 

h ê � Í q ‚ * � � IP ÷ ð • � 4 ú u � ‚ 	 �
¡ default¨ a @v   � , 8 � � q ÷ ð •  

Network IP/Subnet 
Mask 
F GF GF GF G IP � �� �� �� � /j Fj Fj Fj F k lk lk lk l  

h ê * , IP ÷ ð /µ * � � •  

Next Hop ; ž Ÿ IP ê ð • � 4 ú u � ‚ 	 � ¡ default¨ @E   �
, 8 � � q ; ž ; ÷ ð •  

Remote Gateway(í î m ní î m ní î m ní î m n ) 

Remore ID(í îí îí îí î  ID) u � 
 , ID•  

DHCP-Over-IPSec 

 
@A ¡ OFF¨ ú ‚ ƒ G r s •  

@A ¡ ON¨ ú ! 5 G r s •  

Secur ity Gateway 
(è d m nè d m nè d m nè d m n ) 

u � 
 , À Á /� Í q IP ÷ ð t G J Ô × � � � • ª ü
¸ , ÷ ð Ô " 	 Q ? q IP ÷ ð t � � � Ô 0.0.0.<•  

Network IP/Subnet 
Mask 
F GF GF GF G IP � �� �� �� � /j F k lj F k lj F k lj F k l  


 , µ * t � ª 192.158.2.0/24t ª ü 
 , � Í IP ÷ ð
Ô 0.0.0.0t G J 4 ú Õ 2 • � F • Ì æu � [ Ô
0.0.0.0/32•  
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Advanced(2  2  2  2  � �� �� �� � ) 

 

— 9-5 VPN 3 %� �  

IKE Phase1 ïïïï X T UX T UX T UX T U ) 

IKE L ifetime 
(q § Ñ ð + �q § Ñ ð + �q § Ñ ð + �q § Ñ ð + � ) 

� « IKE Ý ž Z œ� º × …† 
 | ‚ ½ + ã Þ S …q �
� t 4 � $ � i • 5 + 480 Q U 
 8 � � 
 •  

Proposal(ñ }ñ }ñ }ñ } ) IKE Ý ž Z œS …q ‰T Å � /â 
 Ê 1 t 4 � $ ú ; Ž
m }  

� � � �� � � �� � � �� � � � - 4 ú Ô  DES/3DES/AES 

� 	 
 �� 	 
 �� 	 
 �� 	 
 � - 4 ú Ô  MD5/SHA1  

DH ����  – ‹ ò ó‹ ò ó‹ ò ó‹ ò ó  MODP768/MODP1024/MODP1536. 

IKE Phase2ïïïï ô ] T Uô ] T Uô ] T Uô ] T U ) 

IKE L ifetime 
(q § Ñ ð + �q § Ñ ð + �q § Ñ ð + �q § Ñ ð + � ) 

� « Ý � Z œ� º × …† ‚ ½ + �  S …q � � t 4 �
$ � i • 5 + 1440 Q U 
 24 � � 
 •  

Proposal(ñ }ñ }ñ }ñ } ) IKE Ý � Z œS …q ‰T Å � /â 
 Ê 1 t 4 � $ ú ; Ž
m •  

� � � �� � � �� � � �� � � �  – ‹ ò ó‹ ò ó‹ ò ó‹ ò ó  NULL/DES/3DES/AES. 

PFS á @ú ! 5 G r s •  

Dead Peer Detection(õ . ö ÷õ . ö ÷õ . ö ÷õ . ö ÷ ) 

Delay(ø +ø +ø +ø + ) ‹ 8 � ‡ > � » t �  tunnel Æ= � t , 8 »   6 q ±
P Hello ³ • • � � Ô 0 � ‚ ƒ G ô � • ª ü � ! 5 G
r s t � …T à Ô 30 ¢ •  

Timeout(ù +ù +ù +ù + ) k � > � » • k F u � q � � û ¡ 4 + M ’ � @z tunnel
„ y ' t � � Ô 0 à � ‚ ƒ G ô � t ª ü � ! 5 G r s t
� …T à Ô 120 ¢ •  

Ó Apply(	 
	 
	 
	 
 )ú i ˆ  IPSec 1 2 � � t =  Ä  q g � + 1 2 @•  
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— 9-6 VPN 1 2 @ 

© š � � q @5 Ò > , +  IPsec 1 2 @y t ð ] � 	 B ‰ tunnel q M • � 	 • ¡ UP̈  à
@z  IPSec ~ Í „ ‹ …† t ¡ down¨  à @z û ¡ tunnel …† t [ \ à @v tunnel q ž
¹ º | � 	 •  

ª ü � h ê � Í › q ! ž Ÿ IKE � � t � Ô • � t ± P IKE N ˆ Õ q Ý ž Ÿ IKE ¨ 1 t
4 ú Ó ¡ Initiatë k � � Â q IKE S …• „ S …F # y t 4 ú Ó ; ¡ Refresh ¨ x v w ¡
1 2 q Ï  � 	 • ª ü ž œ� � ° l ð ] � 	 ƒ o • ¡ down¨ t 4 ú Ó Initiate � _ •  

9.2.2 Log (h ih ih ih i ) 

VPN> > IPsec> >Log 4 5 a & • § A �  VPN tunnel � 	 t ú ‰Š 7 %q ³ • Q R 5 Á
È É ž ¹ � � P Q t „ M • ~ h y t Ž ó = ‹ j Ï  q 100 Ÿ ¨ 1 t 4 ú ­ F Ó Clear
ú � z , D t VPN , D ª ; —•  

 

— 9-8 VPN , D ³ •  
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9.2.3 Trust CA 
 �
 �
 �
 �  

Ó  VPN>>IPSec>>Trust CA t = x v ª ; i � •  

 

— 9-9 VPN IPSec Trust CA � �  

@A ˆ �  Ä q 5 M (ß Ó ö � ? q Ó v )t o l Ó Upload(_ \_ \_ \_ \ )Ó v t ( P O ª ; i � •  

 

— 9-10 VPN IPSec Trust CA – ‡ N  

Ó 9 :9 :9 :9 : S + w � q g Ë t @l ã Ó ; Apply(	 
	 
	 
	 
 )t Ž ó € Â q ‡ N G g •  
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9.2.4 User Certificate(� - j k� - j k� - j k� - j k ) 

 

— 9-11 VPN IPSec 5 Á 
 :  

¦ ¡ ú ; # Ÿ Ó v  – 

Generate(ú 
ú 
ú 
ú 
 ) � ˆ ž Ÿ  q 5 Á 
 : 5 •  

Download(� I� I� I� I ) ; . ž Ÿ 8 , 8 » � ˆ q 
 : g � e + h ê N ô •  

Impor t(¨ ©¨ ©¨ ©¨ © ) × e J » A O ž Ÿ 
 : g •  

Delete(ˆ ‰ˆ ‰ˆ ‰ˆ ‰) y z u � 5 •  

View(û üû üû üû ü ) x v u � 5 q � �  

Generate(3 43 43 43 4 � �� �� �� � ) 

 

— 9-12 VPN IPSec 5 Á 
 :  – � ˆ  
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Generate Cer tificate Signing Request(ú 
 t ì ý p þú 
 t ì ý p þú 
 t ì ý p þú 
 t ì ý p þ ���� ) 

Cer tification Name 
(t ì p ¤t ì p ¤t ì p ¤t ì p ¤ ) 

€ 
 : u � Û Ó •  

ID Type 
(ID ` a` a` a` a ) 

Ô » 5 @A ž Ÿ R S ˆ Õ • ¦ ¡ � ‘ ˆ Õ Š @A  – 

y zy zy zy z ���� Ž p ¤Ž p ¤Ž p ¤Ž p ¤ : ­ F r s  ö Û Ó â 
 •  

IP: ­ F IP ê ð â 
 •  

Email: ­ F email ê ð â 
 •  

ID Value (ID ���� ) u � ž Ÿ ID à •  

User  Certificate Information(� Z t ì� Z t ì� Z t ì� Z t ì � �� �� �� � ) 

Organization Unit 
(•••• ���� œœœœ���� ) 

u � Ž B ô • •  

Organization(•••• ���� ) u � Ž B •  

Locality(City)/!!!! ���� (				




 ) 

u � C D Û Ó •  

State/Province(���� /���� ) u � E /ŒÛ Ó •  

Common Name 
(



 ¾ p ¤¾ p ¤¾ p ¤¾ p ¤ ) 

u � F ~ Û Ó •  

Country(� �� �� �� � ) u � î Ê Û Ó •  

e-mail u � email•  

Key Size(q § �  q § �  q § �  q § �  ) @A � º F � •  ¼ ½ ú ; � ‘ R S  – 

1024 ÷  

1536 ÷  

2048 ÷  
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Download(5 6 7 85 6 7 85 6 7 85 6 7 8 ) 

G r s 5 a A P , 8 » � ˆ q 
 : g + h ê U ¯ • » g Ì æí " + â 
 e J » ‡ Y ] [

 •  

 

— 9-13 VPN IPSec 5 Á 
 :  – ; .  

@A e � , : þ ‹ � •  

Import(9 : � �9 : � �9 : � �9 : � � ) 

 

— 9-14 VPN IPSec 5 Á 
 :  – A O  

× h ê U ¯ @A ž Ÿ 
 : g t Ó Apply(	 
	 
	 
	 
 )ú i ˆ G ÆÇ •  
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Delete(; < � �; < � �; < � �; < � � ) 

 

— 9-15 VPN IPSec 5 Á 
 :  – y z  

@A ž Ÿ � × @y y z q 5 M •  

View(= >= >= >= > ) 

 

— 9-16 VPN IPSec 5 Á 
 :  – & •  

x v @� 
 : q à ‚ ³ • •  

9.2.5 Status(! # 5 ,! # 5 ,! # 5 ,! # 5 , ) 

Ó VPN>>IPSec>>Statust ( x v ú ; i � •  

 

— 9-17 VPN � � � 	 — 



Vigor 3300 ���
	���
��  

 118 

9.3 PPTP � �� �� �� �  

9.3.1 General Setup(3 43 43 43 4 
 2
 2
 2
 2 ) 

Vigor3300 Ž • ¼ ½  VPN - PPTP � � •  

 

— 9-18 VPN PPTP 

General Setup(? @? @? @? @� �� �� �� � ) 

Ó  VPN >> PPTP>>General Setupt = x v ª ; * i •  

 

— 9-19 PPTP � h � �  

Status(� �� �� �� � ) Ó Enable(2222 3333 )ú ! 5 G r s •  

Ó Disable(L ML ML ML M )‚ ƒ G r s •  

PPTP Authentication 
(PPTP s ts ts ts t ) 

5 Á 4 ú @A ù ‘ â 
 ˆ Õ y q ž ‘ t   � � � Ô
CHAP•  
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PPTP Encryption 
(PPTP ���� qqqq ) 

5 Á 4 ú @A � ‘ â 
 ˆ Õ y q ž ‘ •  

User  Authentication 
(� Z s t� Z s t� Z s t� Z s t ) 

Ó Local(u !u !u !u ! )4 × h ê N ô â 
 •  

Ó Radius Server(Radius � � �� � �� � �� � � )4 ×  Radius e J » â

 •  

Mutual Authentication(e “ s te “ s te “ s te “ s t ) 

Status(� �� �� �� � ) Ó Enable(2 32 32 32 3 )ú ! 5 G r s •  

Ó Disable(L ML ML ML M )‚ ƒ G r s •  

User  Name(� Z p� Z p� Z p� Z p ) u � 5 Á Û •  

Password(q rq rq rq r ) u � � � •  

Group Table(A B 0A B 0A B 0A B 0 � �� �� �� � ) 

Vigor3300 Ž • , 8 » ¼ ½ Ï Ð ù Ž � � •  

 

— 9-20 PPTP Ž � �  

Star t IP(
 �
 �
 �
 � IP) u � � q IP ÷ ð •  

Subnet Mask 
(j F G k lj F G k lj F G k lj F G k l ) 

Ô � q IP � � µ * , � � •  

Accessed IP 
(� .� .� .� . IP) 

u � � � IP ê ð •  

Subnet Mask 
(j F G k lj F G k lj F G k lj F G k l ) 

Ô � � IP ÷ ð � � µ * , � � •  
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Authentication(C 7C 7C 7C 7 � �� �� �� � ) 

 
— 9-21 PPTP â 
 � �  

G i x v User Name(5 Á Û Ó )� Group(Ž � )• 1 • 5 Á 4 ú @A ž 5 o l Ó Edit(R SR SR SR S )
ú  Ä ž Ÿ  q 5 M •  

 
— 9-22 PPTP â 
 G w x 5  

User  Name(� Z p� Z p� Z p� Z p ) u � 5 Á Û •  

User  Password 
(� Z q r� Z q r� Z q r� Z q r ) 

u � � � •  

Group(•••• oooo ) @A w 3 q Ž � •  

Ó Apply(	 
	 
	 
	 
 )ú i ˆ � � •  

Status(� � D E� � D E� � D E� � D E ) 

 
— 9-23 � � � 	  

» i � x v PPTP � � q à ‚ ³ • t D * 10 ¢ U Ž ó = ( ¥ " î  G i ž Þ •  
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����  10 ����  
VoIP 
 �
 �
 �
 �  

10.1 � �� �� �� �  

Voice over Internet Protocol (VoIP)• ž Ÿ  H Ý Þ t 4 ú Û 5 Á ­ F Internet Ø � • Ñ Ü
q U V � , < Ö U V t × Ø F 5 ï Œ5 Á q ~ V Â ¼ • Vigor 3300 4 ú • ‘ • q � � �
� 4 Ÿ § ° 8 Ÿ FXS/FXO � � t � � ] ^ Y c ô t ¼ ½ I Ž ~ V t Ô y � S Â † ‰Š ‹
J q ] ^ U V È É Ê Ë• � m EMS
 * ¥ � � Ž ó 
 4 ú Û 5 Á î Ê a q � � Vigor 3300•  

 

— 10-1 Vigor 3300 VoIP Û 5 ë ì  

 
— 10-2 VoIP r s £ v  
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10.2 VoIP S T � �S T � �S T � �S T � �  

Ó  VoIP>>Protocolt O ª ; —w v ? � i � •  

 

— 10-3 VoIP S � � � i �  

Vigor 3300 VoIP r s Û 5 —‘ S � } SIP ú € MGCKt   � à Ô SIP•  

10.2.1 SIP Configuration (SIP 
 2
 2
 2
 2 ) 

Vigor3300 4 ú á � ¼ ½ 3 Ÿ SIP V ­ J K …•  

 

— 10-4 SIP � �  

SIP u ! ‚u ! ‚u ! ‚u ! ‚  –� � ž Ÿ h ê ± ² SIP ³ • q 9 t   � Ô 5060 

Active(2 �2 �2 �2 � ) 5 Á á @G @5 a ! " ¸ ’ q SIP � � •  

Outbound Proxy ª ü 5 Á @A G @5 t � w ¡ q SIP ] ^ ³ ´ � u = Ò ±
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(ÕÕÕÕ ���� Ý ÞÝ ÞÝ ÞÝ Þ ) ² + » SIP Ú � •  

Proxy Name 
Ý Þ p ¤Ý Þ p ¤Ý Þ p ¤Ý Þ p ¤ ) 

� � » SIP Proxy q Û Ó •  

Proxy Address 
(Ý Þ � �Ý Þ � �Ý Þ � �Ý Þ � � ) 

� � » SIP Proxy q IP ÷ ð •  

Proxy Port(Ý Þ ‚Ý Þ ‚Ý Þ ‚Ý Þ ‚ ) � � » SIP Proxy q � 4 9 •  

Registrar  Addr. 
(”””” ���� ! �! �! �! � ) 

� � SIP V ­ e J » q IP ÷ ð § r s  ö Û Ó •  

Registrar  Por t(”””” ���� ‚‚‚‚ ) � � SIP V ­ e J » q � 4 9 •  

Expiresïïïï **** ����  � � D * Ð Ë ¢ t Vigor 3300 � V ­ e J » ± ² V ­ � ß •  

Domain(FFFF ££££ ) � � » SIP • q IP ÷ ð § ° r s  ö Û Ó •  

Ó Apply(	 
	 
	 
	 
 )t i ˆ � � •  

� � } ª ü 5 Á „ VoIP IP ê ð Ì @A LAN/VPNt p � …T 5 Á � � ! " w ¡ q SIP 
Proxy @5 t ú ‹ 
 VoIP q * , � � •  

10.2.2 MGCP Configuration (MGCP 
 2
 2
 2
 2 ) 

 

— 10-5 MGCP � �  

MGCP Local Por t 
(MGCP u ! ‚u ! ‚u ! ‚u ! ‚ ) 

Ô MGCP h ê ¸ , � � ž Ÿ UDP 9 •  

MGCP Call Agent 
Address  
(MGCP � �� �� �� � Ý Þ � �Ý Þ � �Ý Þ � �Ý Þ � � ) 

� � c d Ú � e J » q IP ÷ ð •  

MGCP Call Agent Por t 
(MGCP � �� �� �� � Ý Þ ‚Ý Þ ‚Ý Þ ‚Ý Þ ‚ ) 

� � c d Ú � e J » q UDP � 4 9 •  

EndPoint Name Style 
(���� î p ¤ ` aî p ¤ ` aî p ¤ ` aî p ¤ ` a ) 

5 Á 4 ú Í L � ‘ Î Õ q Û Ó }  

aaln/#@[ip_addr] 
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mac_addr/#@[ip_addr] 

aaln/#@mac_addr 

Wild-carded RSIP 5 Á ¡ —‘ @A }  

D Ÿ ¸ , ± ² ¥ B q  RSIP � � •  

� ± ² ž Ÿ  wild RSIPM•  

10.3 Port Settings(U V = �U V = �U V = �U V = � � �� �� �� � ) 

é • � � Y ] —í Q q � � •  

10.3.1 
 2
 2
 2
 2 l > H �l > H �l > H �l > H �  

Ó  VoIP >>Port Setting���� t P O ª ; —w v ? � i � •  

 

— 10-6 � � U V = �  

¡ ú ; x y � � 5 Á ¥ ] � � } Type(R S )w Active(! 5 )w Group(Ž � )w Username(5
Á Û )w Proxy(Ú � )� Codec � � •  

Ó w x —v t Y O ; ž Ô � � i � }  
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— 10-7 � � U V = �  

Por t 1(‚‚‚‚  1 (FXS)) 

Disable/Enable Ó  Enable(2222 3333 ) ! " » 9 �  

Ó Disable(L ML ML ML M ) ‚ ƒ » 9 •  

Username(� Z p� Z p� Z p� Z p ) � � U V = � •  
Password (q rq rq rq r ) � � � � •  
Display Name 
(� �� �� �� � p ¤p ¤p ¤p ¤ ) 

� � a U x v = � •  

Proxy Server  
(Ý Þ � � �Ý Þ � � �Ý Þ � � �Ý Þ � � � ) 

� � SIP Proxy e J » •  

VoIP IP Address � � call in/out ° � � •  

Hotline 

Hotline Number to Ô FXO/FXS r s � � ž Ÿ = � t � ¡ U V ¥ Internet <
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Internet O � t , 8 » ( ¥ " < � G = � •  

Hotline Number to 

PBX/PSTN 

Ô FXO r s � � ž Ÿ = � t � ¡ U V ­ F PBX/PSTN <
O � t , 8 » ( ¥ " < � G = � • G � � ß ¸ FXO r s
� ¶ •  

FXO 

Manual Disconnection Ó ; G v 4 = G U V 9 ° U V ' � •  

Codec 

Preferred Codec @A ] ^ ³ ´ Ò 5 q w � • � á w � N 5 � á q z { •  

Codec Rate(R r ° ^R r ° ^R r ° ^R r ° ^ ) @A D Ÿ � u u � q Ð Ë � � q ] ^ ³ • •  

Codec VAD Ó Enable(2222 3333 )! " G r s •  

Ó Disable(L ML ML ML M )‚ ƒ G r s •  

CAS 

RX Gain Ô RX � � ž Ÿ Ä O à t   � Ô 0t @A � i × -32 + 31•  

TX Gain Ô TX � � ž Ÿ Ä O à t   � Ô 0t @A � i × -32 + 31•  

FAX 

FAX Mode (FAX T UT UT UT U ) @A FAX r s q ˆ Õ t ¦ ¡ ú ; � ‘ ˆ Õ 4 ú @A }  

Transparent : ª ü w � @A G.711t Ù Ú • Û 5 G ˆ Õ  

T.38 Relay :   � � �  

Bypass : ª ü 5 Á @A G 5 t � Vigor 3300 = ( ! 5 ;
� q —Ÿ � � - FAX Bypass Codec �  FAX Bypass 
Codec Rat� •  

FAX Bypass Codec ª ü FAX Ò � � Ô Bypass ˆ Õt @A ž Ÿ Û 5 q @5 •  

FAX Bypass Codec 
Rate 

ª ü FAX Ò � � Ô Bypass ˆ Õt @A ž Ÿ Û 5 q X ò •  

DTMF 

DTMF Relay @A ž Ÿ DTMF r s Û 5 q @5 t ¦ � ‘ }  

‚ ƒ  

RFC2833 

SIP INFO 

Call Forwarding 

Call forwarding all 
calls 

= w ¡ VoIP a U ¥ " Ÿ � � u � � $ = � •  

Call forwarding busy � � 4 J P Q � t � = w ¡ VoIP a U ¥ " Ÿ � � u � �
$ = � •  

Call forwarding no 
answer after  ….r ings 

� a U u n f § ° l Ru S Þ ö ¥ ] � « 'ƒ } � T � t ¥

" Ÿ � + u � � 4 = � •  

SIP URL u � Ÿ � = � •  
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Ó Apply(	 
	 
	 
	 
 )i ˆ � � •  

� � } x í 9 Q � Ò � « Ô ¡ 01¡ t ¨ 02¡ ……5 Á 4 ú ¯ � < Ö x � = � a � ~ x �
U V • ª ü 5 Á � � Û 5 FAX r s t …T • ¸ —, q Vigor 3300 q FAX r s Y ] á ï
q � � • ª ü 5 Á „ FAX ˆ Õ • @A  “Transparent”  § °  “T.38”  @5 t FAX r s = Û
5 Codec field � � q • ö •  

; @Ô ’ 5 @ – 

Codec FAX ˆ Õ 4 ú Û 5 •  

G.711U 

G.711A 
Transparentt  T.38t  Bypass 

G.729A 

G.723.1 

G.725 

T.38t  Bypass 

10.3.2 Group(Q mQ mQ mQ m 
 2
 2
 2
 2 ) 

I Ž U V r s ¸ ù ‚ ƒ q ] ^ J K • K Ñ � � q t 5 Á 4 ú < Ö ž Ÿ = � | ž Ž â � Y
] ~ V • � Vigor 3300 � + < � Ž y Ý ž Ÿ = � q U V � t � á � < ~ w ¡ u � „ » Ž
q U V t þ ‰Š ] ^ J K • ¸ ù 5 Á a � t ß � � g � ‚ ƒ q ž Ÿ U V = � � 4 t ­ F
! 5 G r s t 4 § 8 Ÿ VoIP 9 ’ ( Û 5 Ý ž Ÿ U V � � Ç Ô ¥ B q U V = � •  

5 Á Ï Ð 4 ú � � 8 Ÿ Ž � t D Ÿ � � ß s 3 ù ž Ž Ø } 1 á � Ò Q ? + —Ž y •  

 

— 9-8 Ž I � �  

� � } D Ÿ Ž ¡ ž Ÿ   � q N � � t ª ü » Ž u � Ð ù ž Ÿ � � t w ¡ [ \ � � q � �
Ì æJ × N � � q � � t N � � Ì æÒ Q ? „ à ’ q Ž I ° y •  
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10.4 Speed Dial(WX < = � �WX < = � �WX < = � �WX < = � � ) 

G r s « ¬ 5 Á ­ F < Ö ž Ÿ é ê q = � a � ~ º � q ~ V ø � t Vigor 3300 Ž • , 8
» ¼ ½ Ï Ð 30 Ÿ WX < = = � • Ó  VoIP >> Speed Dial (VoIP >>ô ] ª ƒô ] ª ƒô ] ª ƒô ] ª ƒ )t P O ª ;
—w v i � }  

 

— 9-9 WX < = � �  

Speed Dial Phone 
Number 
(ô ] ª ƒ •ô ] ª ƒ •ô ] ª ƒ •ô ] ª ƒ • � �� �� �� � ƒ rƒ rƒ rƒ r ) 

� � ž Ÿ WX < = = � •  

Speed Dial Destination 
(ô ] ª ƒ € • ! �ô ] ª ƒ € • ! �ô ] ª ƒ € • ! �ô ] ª ƒ € • ! � ) 

� � » = � ¸ ’ q M ¾ ÷ ð •  

Memo(� ”� ”� ”� ” ) � � ¡ ‚ » = � ° � � C 5 •  

Ó Apply(	 
	 
	 
	 
 )i ˆ � � •  

10.5 Advanced Speed Dial(Y Z WX < = � �Y Z WX < = � �Y Z WX < = � �Y Z WX < = � � ) 

Ó  VoIP>> Advanced Speed Dialt P O ª ; —w v ? � i � }  
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Index No. (#Ÿ   ƒ rŸ   ƒ rŸ   ƒ rŸ   ƒ r ) Ú @WX < = � � Ž •  

Str ip Length  
(Str ip � �� �� �� � ) 

x v   H y z ° = � ë ‡ R� ö ' •  

Append x v   H Ä U ° = � ö � •  

Destination x v M q IP/domain ÷ ð •  

Memo(� ”� ”� ”� ” ) � � ¡ ‚ » = � ° � � C 5 •  

V Y ] Y Z WX < = • t ß Ó æž ¤ G = � Y O � � ? � •  

 

Prefix � � • � � q x y Ç Ô © ¸ 5 ì t � ª • � O Wt � @v
w ¡ • � = � ¡ Wq ± = ’ # m ý � •  

Str ip Length  � O   H y z ° = � ë ‡ (� ö )t � ª • � O 3t � @v
w ¡ # m ý � q ± = • � � ’ ( Ò y z •  

Append � O   H Ä U q ° = ö � t � ª • � O 3t � @v w ¡ #
m ý � q ± = • � ’ = Å O 3•  

Destination � O M q IP/domain•  
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Memo(� ”� ”� ”� ” ) � � ¡ ‚ » = � ° � � C 5 •  

10.6 Miscellaneous([ \[ \[ \[ \ � �� �� �� � ) 

Ó VoIP>>Miscellaneous (VoIP>>Á Â ; AÁ Â ; AÁ Â ; AÁ Â ; A )t  P O ª ; —w v � � i � }  

 

— 9-10 [ \ � �  

RTP Star ting Por t 
(RTP 
 � ‚
 � ‚
 � ‚
 � ‚ ) 

� � RTP ³ ´ � u ± ² � Ò 5 q � q 9 •  

T.38 Star ting Por t 
(T.38 
 � ‚
 � ‚
 � ‚
 � ‚ ) 

� � T.38 ³ ´ � u ± ² � Ò 5 q � q 9 t   � à Ô
49170•  

T.38 Redundancy  
number  
(T.38 Redundancy ŽŽŽŽ ) 

Ô T.38 S T � � redundancy ö •   

Dialing Completion 
Timeout 

< = Î T � � t � k F G J w X † q � � ¢ ö t Ž ó †
� = Y • w < Ö ° = � ² P •  

VOIP TOS � � VoIP ö ‘ u q TOS à t   � à Ô 0xa0•  

FXO auto 
disconnection if no 
packet is received in … 

� � b � � � x � } 4 + æç � u � ‚ ƒ FXO r s •  

Ó Apply(	 
	 
	 
	 
 )i ˆ � � •  

10.7 Tone Settings(] ^] ^] ^] ^ � �� �� �� � ) 

G i 5 a � � ] ^ z ò • Ó  VoIP>>Tone Settings (VoIP>>� �� �� �� � ; <; <; <; < )t P O ª ; —w v
� � i � }  
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— 10-11 ] ^ � �  

Region(! £! £! £! £ ) � � 5 Á w „ î Ê • ä ¡ ž Ÿ � Z < [� Z < [� Z < [� Z < [ ˆ Õ 4 ú @A •  

Call ID Type 
(� � �� � �� � �� � � ID ` a` a` a` a ) 

ª ü 5 Á @A � Z < [� Z < [� Z < [� Z < [ ˆ Õ t  5 Á 4 ú � � » à • ª ü
5 Á @A n î Ê Û Ó t � » @5 „ ‹ Ò � � •  

¦ ¡ ù ‘ ] ^ ³ • (< = ^ w Z S ^ w N � ^ w [ \ ^ )5 Á 4 ú � « ú ; R S •  

< = ^ – � 5 Á ] � U V t T + q § ^ •  

Z S ^ – � < ~ ¸ Ê U V � t T + q § ^ •  

N � ^ – ª ü ¸ Ê ^ � t T + q § ^ •  

[ \ ^ – ž œP ^ l T + q § ^ •  

Low Frequency(    °°°°
(Hz)) 

� � * z ò à 
 ê ÷ Ô _ ` 
 •  

High Frequency(Š °Š °Š °Š °
(Hz)) 

� � 3 z ò à 
 ê ÷ Ô _ ` 
 •  

Ton1(10msec) ˜ Þ u S 8 ! q � � 
 ê ÷ Ô 10 a ¢ 
 •  

TOff1(10msec) ˜ Þ u S l q 7 b � � 
 ê ÷ Ô 10 a ¢ 
 •  

Ton2(10msec) Ý � Þ u S 8 ! q � � •  

Toff2(10msec) Ý � Þ u S l q 7 b � � •  

10.8 QoS � �� �� �� �  

Ó  VoIP>>QoSt  P O ª ; —w v � � i � }  
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— 10-12 QoS � �  

� 	  5 Á 4 ú ‚ ƒ § F ~ QoS ú € c Î QoS r s •  

� � } é • q Quality of Service (QoS)r s ß ¸ VoIP � ¶ t � 5 Á ! 5 G r s t Vigor 3300 
= ø ™J � VoIP ³ ´ � u t × Ø ‹ 
 ~ V - . •  

Ó ’ 5 i ˆ � � •  

10.9 NAT Traversal (NAT _ ` � �_ ` � �_ ` � �_ ` � � ) 

¸ ù � ù ‚ * IPN ² q Ð « � ³ • a � t NAT l Ê G R ’ 5 Œ� ¸ � NAT _ ` q d Q•
Vigor 3300 „ Ô NAT § A B C l q 5 Á ‰Š 
 | q � � q á � t Ä Å O n ¸ NAT _ `
r s q ¼ ½• È É n é ž P Qt 5 Á 4 ú F � i q í e ­ F Internet � � q ] ^ § ° Ð «
� J K • Vigor 3300 ¼ ½ G r s t × Ø ‹ 
 VoIP r s � Û „ NAT l � � 4 ú ŒÑ ( Ç •  

 

— 10-13 NAT _ ` � �  

   

¡ � Ÿ @5 4 Š 5 Á @A } Disable(L ML ML ML M 8888w Manually Input NAT IP Address!!!!"""" f ¨ ©f ¨ ©f ¨ ©f ¨ ©  
NAT IP � �� �� �� � )� Auto Discover  NAT IP Address(N 3N 3N 3N 3 #### ÷÷÷÷  NAT IP � �� �� �� � 8888•  

Disable(L ML ML ML M ) ª ü Vigor 3300 ) ¡ ‚ ¨ * IPt � 4 ú ‚ À G r s •  
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Manually Input NAT IP Address!!!!"""" f ¨ ©f ¨ ©f ¨ ©f ¨ ©  NAT IP � �� �� �� � ) 

NAT IP Address 
(NAT IP ! �! �! �! � ) 

ª ü 5 Á q Vigor 3300 „ NAT l t á � NAT � H ) ¡
7 	 q ‚ * IPt � „ G � O » IP ÷ ð •  

Auto Discover  NAT IP Address(N 3N 3N 3N 3 #### ÷÷÷÷  NAT IP � �� �� �� � 8888 

STUN Local Por t 
(STUN u ! ‚u ! ‚u ! ‚u ! ‚ ) 

� � STUN q h ê 9 •  

STUN Server  Address  
(STUN � � � ! �� � � ! �� � � ! �� � � ! � ) 

� � STUN e J » q IP ÷ ð •  

STUN Server  Por t 
(STUN � � � ‚� � � ‚� � � ‚� � � ‚ ) 

� � STUN e J » q 9 •  

Symmetr ic Media   
Disable symmetr ic 
RTP and T.38   

‚ ƒ G ž r s •  

Enable symmetr ic RTP 
and T.38 

! 5 G ž r s •  

� � } ¡ ¥ " Æ^  NAT IP ÷ ð ¨ @5 ß ¡ � Vigor 3300 „ Ÿ ð l t Ä NAT » � Û 5
" 	 ‚ * IP � f ¡ ¶ t á � » r s Ì æ? m Internet ‡ q ž ® STUN e J » f s ( Ç •
STUN • ž Ÿ ’ 5 Ô S T t 5 a ˜ ™  ¡ * , • q Vigor 3300 Ò NAT ú l q IP ê ð t
STUN e J » ? m Vigor 3300 f s Û Vigor 3300 q STUN r s ŒÑ Û 5 •  

10.10 Incoming Call Barring(a U < O b �a U < O b �a U < O b �a U < O b � ) 

G r s 5 a ¸ VoIP a U Y ] g @t 5 Á 4 ú � � Ü � t 8 , 8 » ¸ a U Y ] H � § ­ F
q ÆÇ • 5 Á 4 ú � � 5 Ÿ g @Ž t   � q K \ Ô w ¡ q VoIP a U ’ 4 ­ F •  

10.10.1 Set(
 2
 2
 2
 2 ) 

 

— 10-14 � �  
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Barr ing Class 
($$$$ 0 ` o0 ` o0 ` o0 ` o ) 

¡ # Ÿ @5 Š 5 Á @A }  

« ¬ w ¡ q U V = � •  

� « ¬ • @y q U V  

� « ¬ WX < = 5 M y U V = �  

H I „ H I • @y q U V = �  

H I w ¡ < O U V •  

Match Method(%%%% @·@·@·@· &&&& ) 

Name(p ¤p ¤p ¤p ¤ ) @A Disable(L ML ML ML M )� � ¬ & ¡ ô ] ª ƒô ] ª ƒô ] ª ƒô ] ª ƒ ¨ y q Û Ó Ì •  

@A Enable(2222 3333 )� ¬ & ¡ ô ] ª ƒô ] ª ƒô ] ª ƒô ] ª ƒ ¨ y Û Ó ž Ì •  

IP/Domain  @A Disable(L ML ML ML M � � ¬ & ¡ ô ] ª ƒô ] ª ƒô ] ª ƒô ] ª ƒ ¨ y q IP/ 
Domain Û Ó Ì •  

@A Enable(2222 3333 )� ¬ & ¡ ô ] ª ƒô ] ª ƒô ] ª ƒô ] ª ƒ ¨ y q IP/ Domain
Û Ó Ì •  

Speed Dial Entr ies 
(ô ] ª ƒô ] ª ƒô ] ª ƒô ] ª ƒ x €x €x €x € ) 

� � ¬ & WX < = = � q � i t   � à Ô × 1 + 30•  

10.10.2 Allow List(n o R 9n o R 9n o R 9n o R 9 ) 

 

— 10-15 « ¬ • @� �  

Name(p ¤p ¤p ¤p ¤ ) � � » 5 q Û Ó •  

IP/Domain 
 

� � » 5 q IP ÷ ð § r s  ö Û Ó •  

ª ü ¸ Ê „ ‹ V ­ n SIP ± = t � Í O SIP Ú � e J »
q r s  ö Û Ó � ª ü ¸ Ê û ¡ V ­ SIP ± = t � Í O
¸ Ê q 7 	 IP ÷ ð § " 	 r s  ö Û Ó •  

� � } Vigor3300 Ž • , 8 » ¼ ½ 30 Ÿ « ¬ • @•  

10.10.3 Deny List (p q R 9p q R 9p q R 9p q R 9 ) 
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— 10-16 H I • @� �  

Name(p ¤p ¤p ¤p ¤ ) � � » H I 5 q Û Ó •  

IP/Domain 
 

� � » H I 5 q IP ÷ ð § ° r s  ö Û Ó •  

ª ü ¸ Ê „ ‹ V ­ n SIP ± = t � Í O SIP Ú � e J »
q r s  ö Û Ó � ª ü ¸ Ê û ¡ V ­ SIP ± = t � Í O
¸ Ê q 7 	 IP ÷ ð § " 	 r s  ö Û Ó •  

� � } Vigor3300 Ž • , 8 » ¼ ½ 30 Ÿ H I • @•  

10.11 Status(� � � 	� � � 	� � � 	� � � 	 ) 

Ó  VoIP>>Status(VoIP>>���� � � �� � �� � �� � � )t P O ª ; —w v ? � i � }  

 

— 10-17 VoIP � � � 	  

» i 4 ú x v D Ÿ � � ~ V � 	 q ž ¹ ³ • •                             

Refersh Option  
(& ' � x& ' � x& ' � x& ' � x ) 

@A î  5 M o l Ó RefreshRî  'Ó v î  h i • 1 •  
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Register  Status 
(”””” ���� � �� �� �� � ) 

� � q V ­ � 	  

Call Status (� �� �� �� � � �� �� �� � ) � � q ~ V � 	  

Call Type (ª ƒ ` aª ƒ ` aª ƒ ` aª ƒ ` a ) x v < O § ° < P •  

Caller  Number 
(ªªªª ���� ƒ rƒ rƒ rƒ r ) 

x v c d = � •  

Callee Number 
(ÙÙÙÙ � �� �� �� � ƒ rƒ rƒ rƒ r ) 

x v Ò c d = � •  

Star t Time(­ � + �­ � + �­ � + �­ � + � ) x v ~ V Â q � �  

Remote RTP Address 
(í îí îí îí î  RTP ! �! �! �! � ) 

x v ~ V ¸ Ê IP ÷ ð •  

Remote RTP Port 
(í îí îí îí î  RTP ‚‚‚‚ ) 

x v ~ V ¸ Ê 9 •  

RTP Statistic  

Codec Type(R r ` aR r ` aR r ` aR r ` a ) x v ~ V ³ ´ w � R S •  

Packet Per iod 
('''' (((( å �å �å �å � ) 

x v D Ÿ VoIP ³ ´ � u q Ò d � � •  

VAD x v VAD � 	 •  

DTMF Relay x v DTMF � 	 •  

5 Á 4 ú Ó Refresh(& '& '& '& ' )a î  ú ‡ ³ • t , 8 » ( D * 10 ¢ U ¥ " î  » ³ • •  

10.12 Call History(c d e f g �c d e f g �c d e f g �c d e f g � ) 

G i x v w ¡ e f ~ V g � q ³ • •  

 

— 10-18 VoIP � � e f g � � 	  

Refersh Option  
(& ' � x& ' � x& ' � x& ' � x ) 

@A î  5 M o l Ó RefreshRî  'Ó v î  h i • 1 •  

Por t Number(‚ ƒ‚ ƒ‚ ƒ‚ ƒ ) x v < Ö  VoIP q 9 = •  

Call Type(ª ƒ ` aª ƒ ` aª ƒ ` aª ƒ ` a ) x v < O § ° < P •  

Caller  Number 
(ªªªª ���� ƒ rƒ rƒ rƒ r ) 

x v N d = � •  



°²Ü²³

VoIP Â»Ã  

 137 

Callee Number 
(ÙÙÙÙ ���� ƒ rƒ rƒ rƒ r ) 

x v Ò d = � •  

Star t Time(­ � + �­ � + �­ � + �­ � + � ) x v ~ V Â q � � •  

End Time(� � + �� � + �� � + �� � + � ) x v ~ V � � � � •  

Duration(ëëëë )))) + �+ �+ �+ � ) x v ~ V 8 ! � � •  

Release Reason 
(* + , -* + , -* + , -* + , - ) 

x v ' Â U V q l õ •  

Remote RTP Address 
(í îí îí îí î RTP ! �! �! �! � ) 

x v ~ V ¸ Ê  IP ÷ ð •  

Remote RTP Port 
(í îí îí îí î RTP ‚‚‚‚ ) 

x v ~ V ¸ Ê 9 •  

RTP Statistic  
(RTP $ «$ «$ «$ « ) 

x v  RTP ó > ³ • •  

Codec Type 
(R r ` aR r ` aR r ` aR r ` a ) 

x v ~ V ³ ´ w � R S •  

Packet Per iod 
('''' (((( å �å �å �å � ) 

x v D Ÿ  VoIP ³ ´ � u q Ò d � � •  

VAD x v  VAD � 	 •  

DTMF Relay x v  DTMF � 	 •  

5 Á 4 ú Ó Refresh(& '& '& '& ' )a î  ú ‡ ³ • t , 8 » ( D * 10 ¢ U ¥ " î  » ³ • •  

 

 

 

 

 


